MID TERM PROJECT




BEN.LOCAL

MID TERM PROJECT

“* Our Home office is located in Lev Hagalil and requires a New Active
Directory

** This Organizational Build Requires:

** 6 Different Organizational Units with different Integrated Perameters,
* User permissions, and subcompartmentalized authorizations.

o0

L)

o0

** Lets Begin Our Interesting Journey.......



Mission Parameters
— BUILD ROADMAP

ORGANIZATIONAL INFRASTRUCTURE SLIDES NETWORK INFRASTRUCTURE SLIDES

Initial infrastructure: LAN switch, DC1, AD DS forest, 4.7 RAS server & VPN (PPTP) with PC1 56-64
DHCP, CL1 DC2, replication & RID master transfer 65-67
Organizational Units & user accounts (PowerShell) 8-10 Network printers via GPO (Print1 / Print2) 68-83
Delegation of control (password reset) 11-12 DNS forwarders & root hints 84.85
Domain password & lockout policy, Fine-grained PSO 13-16 1IS web servers & NLB cluster 86-90
Home folders mapped to Z: 1718 iSCSI target / initiator (RAID 0 spanned volume) 91-93
HelpDesk security group (Restricted Groups) 19-22 Windows Deployment Services (WDS / PXE) 94.96
Folder redirection to \\DC1\Home 23-26 Golden image: Sysprep + DISM + WDS deployment 97-104
Removable storage block (Sales) 27-29

Application block - Calc.exe (Office) 30-33
Reports share Y: & NTFS permissions 34-37 Build map: every server, client, IP address and role 105
FSRM quotas & file screens 38-42

Shadow copies (previous versions) 43-45

GPO file deployment & the FSRM / GPO bug 46-49

Control Panel restriction (Finance) 50-51

Software deployment through GPO (7-Zip) 52-53

Item-level targeted drive map S: 54-55
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Mission Parameters
INITIAL ORGANIZATIONAL INFRASTRUCTURE

TASK

Create a private virtual switch
named LAN

54 Virtual Switch Manager for NAIROBI = X

»

Virtual Switches

b Virtual Switch Properties
3% New virtual network switch

+ ok Wan Name:
Private Lan
# oha Lan =
otes:

+ ok Default Switch

Global Network Settings
4 MAC Address Range

»

Connection type
What do you want to connect this virtual switch to?

(O External network:

ExpressVPN TAP Adapter

() Internal network
(® Private network
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MissionParameters
ORGANIZATIONALINFRASTRUCTURE

TASK- 1. INITIAL INFRASTRUCTURE

Create a Virtual Machine named DC1 > install Windows Server (2019)
w/4GB Ram and 40 GB HD

Rename it DC1 upon first start up> Initial LAN IP Info for the DC 1 Server:
Ip Address :192.168.100.1

Subnet Mask: 255.255.255.0 Class C Default Gateway: 192.168.100.254 Dns
Server: 192.168.100.1

Add a Role AD Domain Services >Create a New Forest> Name it
BEN.LOCAL > Install a Role (DHCP SERVER)

>AD Tools > DHCP Server > Click on BEN.LOCAL> Right click IPV4 > New
Scope with the following IP

Pool : IP Range: 192.168.100.100-192.168.100.150Subnet Mask:
255.255.255.0 Class C No Exclusions 8 Day

Lease Term > Use the Default Gateway previously mentioned> Use the



ll Hyper-V Manager
File Action View Help

h Add Roles and Features Wizard

Installation progress

DESTINATION SERVER

Dcl

Befora You k Active Directory Domain Services Configuration Wizard

Installation

wenersel) Deployment Configuration

Server Rolg

Domain Controller Options
et Additional Opticns
“ Paths
Review Options
Prerequisites Check
Installation

Results

Select the deployment operation

(O Add & domain controller to an existing domain
(O Add a new domain to an existing forest
® Add a new forest

Specify the domain information for this operation

Root domain name: benlocal

TARGET SERVER
e

== 25

- Hyper-V Manager

State CPU Usage

Assigned Memory Uptime

Status

Configuratio...
9.0
9.0

=y Automatic Checkpoint - DC1 - (11/12/2022 - 4:28:03 PM)
e e Now




Mission Parameters 7

ORGANIZATIONAL INFRASTRUCTURE

TASK

Created virtual machine (CL1) w/ Windows 10 Pro w/ (2GB Ram) (40 GB
HD) w/ LAN connection

Rename it CL1> connect to the new network (BEN.LOCAL)> Leave the IP
configuration in Automatic Mode

m Home AbOUt

| See details in Windows Security

System
Device specifications
L3 Display
Device name Cclu
g3 Sound Processor Intel(R) Core(TM) i7-6700HQ CPU @ 2.60GHz 2.59
GHz
[] Notifications & actions Installed RAM 2.00 GB (1.29 GB usable)
Device |ID 1768FBOF-D882-446A-B89A-72E4BD3584AC
J)  Focus assist Product ID 00331-10000-00001-AA861
System type 64-hit operating system, x64-based processor
M Power & sleep Penand touch ~ No pen or touch input is available for this display
Property of Ben Halevy
= Storage Rename this PC
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TASK

The OU’s Were Created Using Powershell Scripts, One Script
to create the OU’s

Another Script to Install the users’ inherent Account
Parameters

Management- 1 CEO, 2 Vice Ceo’s, 4 Managers
Office - 7 users (01-07)
Finance - 4 users (F1-F4)
Sales - 5 users (S1- S5)
Architects - 20 users (A1-A20)
IT - 3 Employees : Alex - Network Manager ; Adam-
Technician ; Amir- Technician



ﬂ organizationalunitsworks - Notepad

File Edit Format View Help

New-ADOrganizationalUnit -Name “Finance" -Path "DC=ben,DC=local”
New-ADOrganizationalUnit -Name “"Sales" -Path "DC=ben,DC=local"
New-ADOrganizationalUnit -Name "It System Team" -Path "DC=ben,DC=local”
New-ADOrganizationalUnit -Name "0ffice" -Path "DC=ben,DC=local"
New-ADOrganizationalUnit -Name “"Architects" -Path "DC=ben,DC=local”
New-ADOrganizationalUnit -Name “Managers" -Path "DC=ben,DC=local”

H Administrator: Windows PowerShell ISE
DeddcOox o0 P e« B Foo do,

| Untitiedz ps1* X |
Import-Module ActiveDirectory

$adusers = Import-Csv -literalpath "C:\Scripts\NewUsers.csv"
ForEach (Suser in $adusers)

=q

Susername = Suser.username

$parentOU = Suser.ParentOU

$Domain = '@Ben.local’

SUPN = Susername + $Domain

New-ADUser -name "Susername" -GivenName $username -Displayname Susername -SamAccountName

WSSOV & WN K

[

B



o Active Directory Users and Comp|

OR

Mission Parameters
GANIZATIONAL INFRASTRUCTU

RE

10

TASK

The Scripts created the OU’s and User Profiles, But required manually
enabling the groups of users

In the future I would invest on a more comnblex scri
automatically

_| Saved Queries
v 34 benlocal

| Architects
| Builtin

Computers

Domain Controllers
Finance
ForeignSecurityPrincipals

1
| Managed Service Accoun

Management

I

Name

a Manager2

; Manager3

Vice CEO 1st
Vice CEO 2nd

Type

Description
Add to a group..
Disable Account
Enable Account
Move..

Open Home Pag

Send Mail
All Tasks

Cut

: Active Directory Users and Comp|
J Saved Queries
v 54 benlocal

2. Architects

| Builtin

| Computers

2| Domain Controllers

= Finance

_| ForeignSecurityPrincipals
2l T

Managed Service Accoun|
=] Management

2| Office

2 Sales

Users

pt enablina them

Description

Add to a group..
Disable Account
Enable Account

Move..

Open Home Page

Send Mail



i Mission Parameters .
GANIZATIONAL INFRASTRUCTU

() RE

TASK

Implement an OU Wide permission Protocol (Delegation)

Adam The IT Technician is to be given permission to reset all Passwords within the
Sales Dept. from his endpoint Terminal.

HOW TO INSTRUCTIONS

AD Users and Comps > Sales OU > Right Click > Delegate Control Label “Reset User
PW"”> Next > Add Adam To Selected Users

Property of Ben Halevy



Delegation of Control Wizard

Users or Groups
Select one or more users or groups to whom you want to delegate contro,

Selected users and groups:

b N Adam (Adam@Ben local)

Delegation of Control Wizard

Tasks to Delegate
You can select common tasks or customize your own.

Delegation of Control Wizard

Completing the De Fil
Control Wizard we

_. Active Directory Users and Computers

Action View Help

Younswe succssmyompeesim @) | 21 4 O XKD Q= B 2 Rl

:ﬁmmhomﬁ Active Directory Users and Comp|| Name
RN » [ Saved Queries 2 Sales
e gses s oo [ benloca & ust
Adam (Adam@Ben local) ;i Architects & us2
You chose to delegate the followi > Builtin ‘US3
» ] Computers
> Domain Controllers ‘usA
> Finance B uss

@® Delegate the following common tasks:

|:| Create, delete, and manage user accounts

[“] Reset user passwords and force password change at next logon
[C] Read all user information

[[] Create, delete and manage groups

[C] Modify the membership of a group

[] Manage Group Policy links

[[] Generate Resuitant Set of Policy (Planning)

<

s

ForeignSecurityPrincipals
T

Managed Service Accoun|
Management

Office

2] Sa'-

B us Delegate Control...
Move..
Find

Type
Security Gro
User
User
User
User
User

Property of Ben Halevy



Mission Parameters
ORGANIZATIONAL INFRASTRUCTURE

TASK

implement an Organizational Wide Dynamic PW policy

a complex PW with min 9 integers w/a required PW refresh
policy every 30 days

a 30 min hibernation period after every incorrect attempt

In the occurrence of 3 incorrect PW attempts, the system would
lock the user out for 12 hrs.

PW Relief in the office dept for its senior employees UserO1 and
HOW TO INSTRUCTIONS

AD Server Manager>Tools category > Group Policy Management>right click Default Domain
Policy > Edit Policy

Comp Config>Policies>Windows Settings>Security Settings>Acct Policies >PW Policy
Comp Config>Policies>Windows Settings>Security Settings>Acct Policies>Acct Lockout Policy

Configure the policy to the requirements of the organizational Protocol >gpupdate /force to
update the Group Policy

uwurnmnomdansd o PV\A valanfE DAliawr e dla s Calace Mame tmidllaasa AN Adccatve maredanamr — DERIL L AACCAL N\ v seod o rem S bt h s



Mission Parameters 14
ORGANIZATIONAL INFRASTRUCTURE

= Group Policy Management Editor

File Action View Help

~ [ _YV_indows Settings S Policy Policy Setting
. Narne Resolution Policy Liz) Enforce password history 10 passwords |
]| SEEESHOaNTHE SIRUTaa Wi w2, Maximum password age 30 days
== Deployed Printers = G
- . ) iz, Minimum password age 1 days
v~ a Security Settings o e
= s 2zl Minimum password length 9 characters
~ =t Account Policies - . .
iz, Password must meet complexity requirements Enabled
=i Password Policy ‘
T — A Lz Store passwords using reversible encryption Disabled
= Group Policy Management Editor — (|

File  Action View  Help

~ [ Windows Settings & Policy Eaiic r=eting
s bl Account lockoutduration 720 minutes |
=] Scripts (Startup/Shutdown) L2, Account lockout threshold 3 invalid logon ¢
N Beployec bt 2] Reset account lockout counter after 30 minutes
~ [P Security Settings
~ S5 Account Policies
.__—_E Password Policy
=51 Account Lockout Policy




2, Group Policy Management

o File Action

e 25 X
L d i

2 Group Policy Management

v A\ Forest: ben.local
+3 Domains

View Window

Help

H e

OR

Mission Parameters
GANIZATIONAL INFRASTRUCTU

RE

v &3 benlocal Links
a | Dafault DAmain
- Edit..
. Enforced
*! ¥ Link Enabled
: Save Report..
. View
- New Window from Here

4 Delete

d Rename

% o Refresh

sty Group
Group Help

Add...

Display links in this location:

Default Domain Policy
Scope Details Settings Delegation

(o]l

1ains, and OUs ar

) can only apply tc

Remove

g Administrator: Windows PowerShell ISE

File Edit View Tools

Debug

Add-ons
8 >

Help

PS C:\Usersh\Administrator> gpupdate /force
Updating policy. ..

Computer Policy update has completed successfully.

User Policy update has completed successfully.

| B: Active DirECTOW... ¢ Password Settings Container (0) Tasks
EE P = R v v |4
B Ovenie Password Settings Container A
s UVErView
lame > recede Typ e New ’
tings Con i |
il Dynamic Access Control 4
= . (ro Pacewnrd Settinac: PW RF] IFF ASKS ECTIONS
i Authentication v | Create Password Settings: PW RELIE] [Tasks v | [secTions v
Glol I . Paccwnrd SeHinac
A Giobal Search Password Settings | Password Settings DX @
Directly Applies T0 || pame: PW RELIEF Password age options
Precedence: 10 V] Enforce minimum password age
Use not chanae th ceword v
[V] Enforce minimum password length User cannot change the password withi.. 3 |1
Minimum password length (characters) 3 V] Enforce maximum password age




v ¥ Network
v 8 DC1
> . Home
> . netlogon
> . sysvol
> 8 tsclient

Manager4
ust

us2

us3

us4

usS

useraf

useraz
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Mission Parameters
ORGANIZATIONAL TNFRASTRUCTURE

TASK

Create a Home Folder in the DC1 Server

Share the Home folder to all Organizational
Employees

Map the Home Folder to Drive Z:

Configure Employee Home Folders To Route to
their Network folder

HOW TO INSTRUCTIONS

Create the home folder in the DC1 Server

Users & Computers > mark all users in a OU>
right click > properties

Profile> Mark Home Folder> Connect Z:\
\DC1\Home\%username%

Don’t Forget to TURN ON NETWORK DISCOVERY



File Action View Help
e 25 K XE = HEm S
: Active Directory Users and Comp|| Name
| Saved Queries |
> BN o | S
= Architects '
S || & usero3
| Builtin | & a
; | usero
| Computers s 5
' 2 | ro
= Domain Controllers : b
= . | suseros
2] Finance |
| &usero?

ForeignSecurityPrincipals|
alm :
Managed Service Accoun
=| Management
= | Office
2| Sales
Users

Properties for Multiple Items

General Account

a8 @

Type
User
User
User
User
User
User
User

| Y &

Mission Parameters

ORGANIZATIONAL INFRASTRUCTURE

i~
&2,

Description

Address Profile Organization

To change a property for multiple objects, first select the checkbox to enable
the change, and then type the change

User profile
[ Profile path:
[] Logon script:

v Home folder

O Local path:

® Connect:

To:

\WDC1\Home\%usemame %

Cancel

? X

2 Local Disk (C))
& DVD Drive (D:) S

!# Network

v

T famc 1 i+am calartad

18

Date modified Type

11/12/2022 3:08 PM  File folder

9/15/2018 1219 A..  File folder
Home Properties X

General Sharing Securty Previous Versions Customize

Network File and Folder Sharing

Home
Shared

Network Path:
\\DC1\Home

Share...

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

— v P & > ThisPC > Local Disk (C))

= Documents # ~  Name

= Pictures » Homa
Screenshots Perflogs
Scripts Program F
System32 Program F

% This PC o

= _ Users

& 3D Objects Wiids

B Desktop

= Documents

¥ Downloads

J‘* Music

= Pictures

E Videos

GAdvanced Sharing...

Property of Ben Halevy




Mission Parameters
ORGANIZATIONAL INFRASTRUCTURE

TASK

Create New Security Group Named HelpDesk
in the IT Dept

Add the Group Members as Admins
throughout the Organization

This new security Group will be Created in AD

Users and Computers
How to Instructions

Create a GPO >Edit>Comp
Policy>Windows>Security>Restricted Group

Create ‘HelpDesk’>Add Members > add Group as

member of ADMINS
Rinht rlirls Aan avarv NIl and Flicl, /'l inls avictinna
ADDITIONAL TASK

we must also account for the computer we added upon initial installation (CL1), as this
comp is currently a built in container

Not actually within an OU, So in Essence, the current policy we just created does notoperty of Ben Halevy



Mission Parameters )
ORGANIZATIONAL INFRASTRUCTURE

=/ Group Policy Management Editor HeIpDesk Properties 9 X
File Action View Help
= 7 = H 6B General Members Member Of Managed By
v ] Windows Settings ~ || Group Name
| Name Resolution Policy 52, BEN\HelpDesk Members:
& Scripts (Startup/Shutdown) ) ' : : g
= Deployed Printers Name Active Directory Domain Services Folder
v & Security Settings
= n.local/l
_'ﬁ Account Policies Adm ben.local/lt
J Local Policies b, Amir ben.local/lt
j Event Log
_ 5 Restricted Groups
4 System Services
‘A Renictns

: Active Directory Users and Comp|| Name Type
L Saved Queries i Yok

v 3 benlocal

| Architects

Builtin

Computers

Domain Controllers Property of Ben Halevy

Computer

o Ld [ &

L“

Finance
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‘4 Group Policy Management

_;3 File Action View Window Help

& 1m0 XEG B

Mission Parameters

ORGANIZATIONAL INFRASTRUCTURE

|3 Group Policy Management

v ﬂ Forest: ben.local
v |34 Domains

v 33 benlocal Link Order
»| Default Domain '
3l Ard
51 D Create a GPO in this domain, and Link it here..
= | LOI
2 Fine  Linkan Existing GPO..
) IT Block Inheritance
2. Ma .
Group Policy Update...
2 Off A
3| Sale Group Policy Modeling Wizard..
5/ Gro - New Organizational Unit
g Wh
n Sta View
- Lf@ Sites New Window from Here
it Group Poli
Delete

.+ Group Poli

Architects

Linked Group Policy Objects  Group Policy Inherttance

Rename

o HelpDesk

%3 Group Policy Management

j._i File Action View Window

= 2 Q) HoD

ji Group Policy Management
~ _ﬁ Forest: ben.local
v &3 Domains
~ E3 ben.local
s, Default Domain
= | Architects
= | Domain Control
Finance
IT
Management
Office
Sales
Group Policy Ok
WMI Filters

, ) ) ) B
u(,rL.- 8 5 E5 8 £5

21
Help
Group Policy Objects in ben.local
Contents Delegation
Name GPO Status
=] Default Domain Controllers Policy Enabled
.= Default Domain Policy Enabled

Edit
GPO Status

Back Up...

>

Restore from Backup..

Import Settings...

&) Starter GPOs Save Report..
L5 Group Policy [0 Gemin Dalic At £ Editse = O %
(& File  Actior d BEN\HelpDesk Properties ? X - &8 X
« »| E @ Configure Membership for BEN\HelpDesk SEreTT T a0 N
g
_%‘ _C-éoup Policy | Members of this group: [ | Select Groups X
v &\ Forest: o
== BEN\Adam isTobi
v &) Dom, BEN\Amir Add Select this object type: T
Remove %Groups or Built-in security principals ‘ { Object Types...
From this location: mins (BEN...
Group Membership X el J . (BEN...
e == == ' mins (BEN...
Group: g Enter the object names to select (examples):
Browse ... | Administrators| [ Check Names
6 ot || [ et o] o
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Mission Parameters
GANIZATIONAL INFRASTRUCTU

RE

TASK

Here the IT user (Adam) is Logged In to CL1
w/admin group properties

E‘-,‘; Computer Management (Local)
v Uj System Tools
- (D Task Scheduler
- E Event Viewer
23| Shared Folders
v ¥ Local Users and Groups
| Users
| Groups
- (@ Performance
-_...-_ Device Manager
v &5 Storage
= Disk Management

::_f,g Services and Applications

Name

&'E-' Access Control Assista...
ﬁ Administrators

-.%i Backup Operators

%—I Cryptographic Operat...
%i Device Owners

%-' Distributed COM Users
fg; Event Log Readers

.%«i Guests

&g; Hyper-V Administrators
&% I1S_IUSRS

ék-' Network Configuratio...
& Performance Log Users

éﬁ; Performance Monitor ...
-."&: Power Users

&kl Remote Desktop Users

% Remote Management ...

&E' Replicator

&: System Managed Acco...

%I Users

Description

Members of this group can remot...

Administrators have complete and..

Backup Operators can override sec...

Members are authorized to perfor...
Members of this group can chang..

Members are allowed to launch, ac...

Members of this group can read e...

Guests have the same access as m...

Members of this group have comp...

Built-in group used by Internet Inf...

Members in this group can have s...

Members of this group may sched...

Members of this group can access ..

Power Users are included for back...

Members in this group are grante..

Members of this group can access ..
Supports file replication in a doma..
Members of this group are manag...

Users are prevented from making ..

Administrators Properties

General

|
Sk Administrators

Description:

22

Administrators have complete and unrestricted access to

the computer/domain

Members:

g- Administrator
31- CL1

$2 BEN\Domain Admins

~ A BEN\HelpDesk

Add... Remove

OK

Changes to a user's group membership
are not effective until the next time the
user logs on.

Cancel Apply Help




Mission Parameters 23
ORGANIZATIONAL INFRASTRUCTURE

TASK

Next I will Create a Group Policy to implement a Folder Redirection for the
entire organization

That way Can Designate all Desktop and Document Folders be redirected to
Each Users Private Home folder.

How to Instructions

New GPO>Edit>User Policy>Windows>Folder
Redirection>

right click on ea
Folder>Target>Setting>Basic> In the Target

Folder Location> create a folder for each Property of Ben Halevy
user>



Computer

OR

Mission Parameters
GANIZATIONAL INFRASTRUCTU

RE

View

¢ v 4 B ThisPC

v 3 Quick access
Desktop
@ Downloads
El Documents
= Pictures
J) Music
Videos

> [ This PC

[jr Network

v Folders (7)

3D Objects

Downloads

b
4

Videos

v Devices and drives (3)

H Floppy Disk Drive (A:) i
1 A

™= =

v Network locations (1)

Adam (\\DC1\Home) (Z:)

- o I
L. 28.6GB free of 39.4 GB

Music

Local Disk (C:)

22.4 GB free of 39.4 GB

24

v O O Search

Decuments

~ Pictures

DVD Drive (D:)

b

of Ben Halevy



file Adion View Help

LI EEY
2] FolderRedirection [DC1BENLOCAL Policy Ning
v (& Computer Configuration 1] AppDitaBoaring
[ Polices IDesktop
e ] Start Menu
v b User Configuration
o [ Poles B
» [ Software Settings - Pictu'res
v ] Windows Settngs s
&) Siptsagontogof i
) ismmy Setings " Favoites
4 | Contacts
+ ol Poly-based QoS I Downloads
» 10 Deployed Printers links
» ll Administrative Templates: Policy definitions (4 ] Searches
) [ Preferences ] Saved Games

Desktop Properties

This folder wil be redirected to the speciied location.

~Targetfoder oceion

|Cmateafo|defforaamuaerundarmrootpaﬂ1

Root Path:

I\\DCﬂHmm\

For user Clair, this folder wil be redirected to:

IDCHomelClaifDeskiop

1§ Group Policy Management Editor - 0 X
File Adion View Help
LR of b
' ?
7 FolderRediedion [DCTBENLOCAL Poly it Lol roX
v ﬂéomprter(ﬁonﬁguration 1 AppDataRcaming) Toet Setvgs
» L Policies
[ Preferences EﬁDesktop
] Start Menu You canspeciy the location o the Documents folder.
v & User Configuration
v [ polces Woecumens
+ 2 Software Setings Pid”’“ Settg: | Basc - Redrectevryones et the same cation v
: : " Music
i v Thsfolervi bereciectd t e spced ctin,
] Seipts ogon/logo) g
) i SEWﬁinﬂﬁﬂgS Favontes
)  Contacts
+ ol Polcy-based QoS | Dowrloads ~Targat fodrlocaion
i [Crste er forexhuseruncer e ot |
+ || Administrative Templates: Policy definitions (A - Searches
» [ Preferences  Saved Games Root Path:
|\\Dc1\Hum|
Foruser Clar, this folder will be redirected o:
1\DC1Horme!ClainDocurnents




Mission Parameters
ORGANIZATIONAL TNFRASTRUCTURE

TASK

So far I have completed 10 mission Parameters, I
want to make sure

The DHCP Service is still active soI logged into
CL1 for an Ipconfig check

CAWindows\system32\cmd.exe — I X

Microsoft Windows [Version 10.0.18363.418]
c) 2019 Microsoft Corporation. All rights reserved.

:\Users\CL1>ipconfig

indows IP Configuration

thernet adapter Ethernet:

Connection-specific DNS Suffix . : ben.local

Link-local IPv6 Address . . . . . : Te80::850:c766:38dc:6041%8
IPv4 Address. . . . . . . . . . . : 192.168.100.100

Subnet Mask = . - o - - - - - = - = 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.100.254

:\Users\CL1>_




Mission Parameters 27
ORGANIZATIONAL TNFRASTRUCTURE

One of the most vulnerable threats in an organization’s security
Is Human Error

As such I will be blocking the sales dept from having access to
the usb ports at their end points.

To Perform this I will be using a GPO to block all access to
removable storage

How to Instructions

GP Management> New GPO> edit> renamed Removable
storage access> User policies>

admin temp> system> remove storage access> Right click
Deny all access> enable>

then link existing GPO to the Sales OU> Gpupdate /force

Property of Ben Halevy



ﬂ Group Policy Management

& File Action View Window Help
€% 28

& Eoup Policy Management Group Policy Objects in ben.local
¥ A Forest: ben.local Contents ;
v m Domains =
v &4 benlol Name Modified

ﬁ Default Domain Polic E‘ Default Domain Controllers Policy 10/23/2022 2:58:38 AM
» 2] Architects =] Defautt Domin Polcy 11/12/2022 2:31:32 PM
» (5] Domain Controllers || | =/ FoderRedirection 11113/2022 4:10:28 PM
» 2] Finance =/ HelpDesk 11/12/2022 4:26:52 PM
s B L/ Removable Storage access 11/14/2022 3:24:22 AM
» Management

E,f Group Policy Management Editor
File Action View Help

- = ?
gy e 2B EEY

+ [ Starter GPOs « #& User Configuration

> (@ Sites v [ Policies )
5 Group Policy Modeling » [ Software Settings :r::::vﬂe SicragN s Dery Settlng.
& Group Poliy Results + 1] Windows Settings Set time (in seconds) to force reboot N
v B Administrative Te Edlit Sl sattir CD and DVD: Deny read access N
. Control Panel CD and DVD: Deny wirite access N
> @ Desktop Requirements: Custom Classes: Deny read access Ni
» [ Network At least Windows Vista ustom Classes: Deny write access N
“aped ol Description:

» L StartMenuan | Configure access to all removable
v L System storage classes.

This policy setting takes precedence
over any individual remevable
storage policy settings. To manage
individual classes, use the policy
settings available for each class.

If you enable this policy setting, no WPD Devices: Deny write access N
access is allowed to any removable
storage class.

If you disable or do not configure this
policy setting, write and read Property of Ben Halevy
accesses are allowed to all removable
storage classes.

1 User Profil. ,

‘N > |\ Extended { Standard /




_Li Group Policy Management

& File Acion View Window Help

% 27 08 XE6 B

& Group Policy Management
v A Forest: ben.local
v E Domains
v ﬁ ben.local

. Default Domain Poligy

» 2] Architects

» 2] Domain Controllers

» 2] Finance

> @

> @ Management
» 2] office

» L3} Group Policy Objects

> L WM Filters
> @ Starter GPOs
> [ Sites
m Group Policy Modeling
[, Group Policy Results

Sales

Linked Group Policy Objects  Group Policy Inheritance  Delegation

“« 4 b b

LikOnder  GPO Enforcad | Link Enabled
1 i/ HelpDesk No Yes

Select GPO

Look in this domain:

ben.oca

[5] All Removable Storage classes: Deny all access

O Not Cnnﬁgured Comment:
@® Enabled
() Disabled

Supported on:

Options:

’ All Removable Storage classes: Deny all access

Previous Setting | Next Setting

At least Windows Vista

Help:

Group Policy objects:

Name

Default Domain Controllers Policy
Default Domain Policy
FolderRedirection

Configure access to all removable storage classes.

This policy setting takes precedence over any individual
removable storage policy settings. To manage individual classes,
use the policy settings available for each dlass.

If you enable this policy setting, no access is allowed to any
removable storage class.

If you disable or do not configure this policy setting, write and
read accesses are allowed to all removable storage classes.
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The Calculator program in the office dept is a known
security Threat to combat

such a threat I will remove access to the program
from The entire OU.

How to Instructions

New GPO> edit> User Policies>Admin Temp>
System> Double Click

Don’t Run Specific Win Apps> Enable> Show
Disallowed apps> under

Value enter the Executable command for the
Program you want to

Property of Ben Halevy



E? Group Policy Management Editor
File Action View Help

e« 2@ = HBm ¥

=] Calcrestrictions [DC1.BEN.LOCAL] Policy
~ &% Computer Configuration
» [ Policies
» ] Preferences
« & User Configuration
« [ Policies
> [ Software Settings
> ] Windows Settings
v | Administrative Templates: Policy definitions (ADMX files) retrie\
» (1 Control Panel
) Desktop
> [ Network
"1 Shared Folders
> Start Menu and Taskbar
(] Ctrl+Alt+Del Options
[ Display
" Driver Installation
| Folder Redirection
] Group Policy
» [ Internet Communication Management
1 Locale Services
e Logon
P Mitigation Options
] Power Management
] Removable Storage Access
[ Seripts
[ User Profiles
> Windows Components
% All Settings

» Preferences

Don't run specified Windows
applications

Edit policy setting

Requirements:
At least Windows 2000

Description:
Prevents Windows from running

the programs you specify in this
policy setting.

If you enable this policy setting,
users cannot run programs that
you add to the list of disallowed
applications.

If you disable this policy setting or
do not configure it, users can run
any programs.

This policy setting only prevents
users from running programs that
are started by the File Explorer
process. It does not prevent users
from running programs, such as
Task Manager, which are started
by the system process or by other
processes. Also, if users have
access to the command prompt
(Cmd.exe), this policy setting does
not prevent them from starting
programs in the command
window even though they would

~

Setting
[ ctrl+Alt+Del Options

[ Display

[ Driver Installation

Folder Redirection

[ Group Policy

"] Internet Communication Management
| Locale Services

I Logon

(] Mitigation Options

(] Power Management

[| Removable Storage Access

Scripts

User Profiles

Download missing COM components
Century interpretation for Year 2000

Restrict these programs from being launched froi
Do not display the Getting Started welcome scree
Custom User Interface

Prevent access to the command prompt

Prevent access to registry editing tools

dppic 1ons
Run only specified Windows applications
Windows Automatic Updates

‘operty of Ben Halevy



&l Don't run sp

51
M
5
)
[n]
)

E} Don't run specified Windows applications

(O Not Configured Comment;
(®) Enabled

(O Disabled

OR
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RE

O

Previous Setting Next Setting

Supported on: At least Windows 2000

Options:

Help:

X

[=] Don't run specified Windows applications

(O Not Configured
(® Enabled
(O Disabled

Comment:

__‘,9‘ Don't run specified Windows applications

32

Previous Setting Next Setting

Supported on: At least Windows 2000

Options:

Help:

List of disallowed applicaticns

Prevents Windows from running the programs you specify in this
policy setting.

Show Contents

List of disallowed applications

O X lers cannot run programs that
pplications.

do not configure it, users can

Value

> calc.exe sers from running programs

process. It does not prevent
as Task Manager, which are
other processes. Also, if users
pt (Cmd.exe), this policy setting
ng programs in the command
e prevented from doing so

with Windows 2000 or later
with this policy setting.

List of disallowed applicaticns

Carcel Gance

Show...

Prevents Windows from running the programs you specify in this
policy setting.

If you enable this policy setting, users cannot run programs that
you add to the list of disallowed applications.

If you disable this policy setting or do not configure it, users can
run any programs.

This policy setting only prevents users from running programs
that are started by the File Explorer process. It does not prevent
users from running programs, such as Task Manager, which are
started by the system process or by other processes. Also, if users
have access to the command prompt (Cmd.exe), this policy setting
does not prevent them from starting programs in the command
window even though they would be prevented from doing so
using File Explorer.

Note: Non-Microsoft applications with Windows 2000 or later
certification are required to comply with this policy setting.

OK Cancel




l__i;r Group Policy Management Editor
File Action View Help

o 20 2 HEE T

5] Calcrestrictions [DC1.BEN.LOCAL] Policy
v &% Computer Configuration
> [ Policies
’ Preferences
v % User Configuration
v [ Policies
» [ Software Settings
> ] Windows Settings

v (] Administrative Templates: Policy definitions (ADMX files) retriey

» ] Control Panel
» (] Desktop
» ] Network
] Shared Folders
] Start Menu and Taskbar

[} Ctrl+Alt+Del Options
|| Display
Driver Installation
[ Folder Redirection
Group Policy
Internet Communication Management
[ Locale Services
Logon
[ Mitigation Options
] Power Management
Removable Storage Access
[ scripts
(7] User Profiles

» ] Windows Components

% All Settings

> Preferences

Setting

[l Ctrl+Alt+Del Options

Display

(] Driver Installation

[ Folder Redirection

(] Group Policy

Internet Communication Management
Locale Services

Logon

Mitigation Options

Power Management

Removable Storage Access

Scripts

[ User Profiles

Download missing COM components
@ Century interpretation for Year 2000
Restrict these programs from being launched from Help
Do not display the Getting Started welcome screen at logon
Custom User Interface

Prevent access to the command prompt

Prevent access to registry editing tools

_"::|-III_||--::|- 1TI€ lows app ons

Windows A Filter On
Filter Options...
Re-Apply Filter

All Tasks X

Help

&8 Don't run specified Windows applications O X

Don't run specified Windows applications Previous Setti | | Next Setti

9] Not Configured Comment: N

(® Enabled

(O Disabled -
Supported on: | ¢ jeast Windows 2000 A

Options:

Help:

List of disallowed applications

Prevents Windows from running the programs you specify in this |~
policy setting.

Show Contents

List of disallowed applications

- O X lers cannot run programs that
pplications.

do not configure it, users can

Value
4 — sers from running programs

process. |t does not prevent

as Task Manager, which are

v other processes. Also, if users
pt (Cmd.exe), this policy setting
hg programs in the command
|e prevented from doing so

Wwith Windows 2000 or later
with this policy setting. v

0K ||Cmul|:|
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I created a Folder (C:\Reports) on the DC1 Server to be
shared within the network

I will map the Folder to all the Organizational endpoints as
drive Y:

This Folder will have specific Permission protocols :

Sales, Finance, Office and Architect Employees will have
Read only Permissions

The Management Dept. will have Read and Write

- The IT Employees (Adam and Amir) will have no access to
the Folder at all

The IT Employee(Alex) will have FULL CONTROL over the

Folder
Create Folder in C:Reports >Share Folder>create a

GPO>Edit>UserPref>Windows>Drive Maps>New> Action:Create
>Location:\\DC1\Reports>Letter Y:> afterwards add GPO to each OU and

First we
employe
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= Group Policy Management Editor — (I >
File Action View Help

o= Zf B EBmgc= HE B + t 3

=] Reports [DC1.BEN.LOCAL] Policy ||

~ [ Computer Configuration D r'ive Ma pS

> [ Policies
> [ | Preferences

Ord Acti Path
~ #% User Configuration Srocasslig ey L a
> [] Policies : Create \\DC1\Reports
~ [ 1 Preferences =~ Create \\DC1\Home

~ 1 Windows Settings
@ Applications
=2 Drive Maps
Environment
<%=+ Files
Folders
Ini Files
> @ Registry
[#] Shortcuts Description

> [=¥] Control Panel Setting No policies selected

I

[
8)
/.(' L)

< > Preferences /< Extended x Standard ?




E Active Directory Users and Computers

v Folders (7)
File Action View Help > 3 Quick access
e« 2@ 40 Bz Hm 3aETIR ST Bsoowects Loesktop
3 éctive Directnry_ Users and Comp|| Name Type Description > 9 3D Objects ‘
N i ‘us2 User | —
» 2] Architects R us3 e > [ Documents R
> g zlrlr:::nmrs 2, usa - s & Downloads v Devices and drives (3)
> Domain Controllers s - > b Music E Floppy Disk Drive (A:) -Local Bisk(c)
& Fi i - C—
: (= F:r':ri‘go:m;itypﬂndpah > IR 29.2 GB free of 39.4 GB
> T > B videos ~ Network locations (2)
. o H . e :
3 Managed Service Accoun > 2. Local Disk (C:) Home (\DCT) (Z)
N M:Fnagement > i DVD Drive (D) SSS_X64FRE_EN-US ‘( .
> |@] Office
calaal 1 > = Reports (\\DC1) (Y2) 29.2 GB free of 39.4 GB
> @y  DelegateControl > = Home (\DC1) (Z)
Move..
Find.. > @ Network
S —
All Tasks * Contact
View S G P >
| InetOrgPerson
it msDS-ShadowPrincipalContainer
Deiete mslmaging-PSPs
Rename MSMQ Queue Alias The Add to Group operation was successfully completed.
Riefreeh _ Organizational Unit
Export List.. _ Printer
Properties Uiar f Ben Halevy
Help Shared Folder oK
1 :




| 1 = | Local Disk (C)

Home Share View

v 4 & > ThisPC > Local Disk (C) >

&«

7 Quick access

B ThispC
“J 3D Objects
[ Desktop
ﬁ Documents
& Downloads
J\ Music
&=/ Pictures
B videos
% Local Disk (C)
4 DVD Drive (D:) SS5_X64FRE_EN-US

‘ Network
9 tsclient

Name Date modified Type Size
 Home 11/12/2022 3:33 PM  File folder
. Perflogs 9/15/2018 1219 A..  File folder
1 Program Files 1072372022 348 A..  File folder
1 Program Files (x86) 9/15/2018 2206 AM  File folder
" Reports 11/14/2022 2:55 PM  File folder
. Scripts 11/12/2022 1233 .. File folder
. Users 10/22/9022 24T A Fils fnlder
 Windows I Reports Properties X
General Sharing Secutty Previous Versions Customize
G‘j D Permissions for Reports X
G
Select Users, Computers, Service Accounts, or Groups s
Select this object type:
|lhm.Gu.m.ur&l-hmﬂyniﬁ)dl ||M‘|’m |
From this location:
|um¢hd | | Locations... |
Enterthe object names to select (examples):

(o] oo
a Read 8§ execute O o A
List folder contents | O
Read 9 DI
Wiite | O
Special pemissions O ow

L Reports Properties

. Fa W -t iz

Xl

D Permissions for Reports

Select Users, Computers, Service Accounts, or Groups

Select this object type:

Users, Groups, or Builtin security principals

From this location:

omerlocal

Enter the object names to select (examples):

Finance ; Sales ; Office|

OK

Read & execute
List folder contents

Write
Special permissions

L OrROol

L OOgaol

OK
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Designate Restrictions on the Home and Report

Folders:

a. Restrict the Home folder of all users to a size limit
of 2GB

b. Restrict the Report folder of all users to a size limit
of 3GB

c. Block the ability to save audio files, video files or
nhotos in the Renart folder
How To Instructions

1. To Place Restrictions , we first need to add a Server Role Called “FSRM” File Server Resource Manager .
Active Directories need to remain

Dynamic, as such it is better to create templates that can be used again later AD Tools> File Resource
Manager > Quota Management > Quota Template

> Create Quota Template > Set Name (Report) > Set Size Limit > Ok > do the same for (Home) > then go to
Quotas > create >C:Home or C:Reports



Installation progress

View installation progress

@ Festure installation
e

Active Directory Administrative Center

Installation succeeded on DC1.benlocal. Active Directory Domains and Trusts
File and Storage Services Active Directory Module for Windows PowerShell
File and iSCSI Services oo y .
il Sasver Hctonns Ndaaios Active Directory Sites and Services
Remote Server Administration Tools Active Directory Users and Computers
Role Administration Tools 3
File Services Tools ADSI Edit

File Server Resource Manager Tools Component Services

Computer Management
Defragment and Optimize Drives
DHCP

Select server roles e Cimaicd Disk Cleanup
Sel les Il on the selected ONS
ect one or more roles to install on server,
Before You Begin Event Viewer
Installation Type Roles Description - A -
Server Selection LR 2 - File Server Resource Manager he
[[] Active Directory Certificate Services A p= :
— ¥ Active Directory Domain Services (Installed) you manage and understand the Group Policy Management
e 0 Actlve foectory Fedelatnon wus ' files anq fofdmeers on a file server :sy iSCSI Initiator
[] Active Directory Lightweight Directory Services scheduling file management tas
Confirmation [] Active Directory Rights Management Services and storage reports, classifying files Local Security Policy
o [] Device Health Attestation and folders, configuring folder . )
Results ] DHCP Server (installed) qutft‘as,and defining file screening Microsoft Azure Services
% £ i PoR ODBC Data Sources (32-bit)
4 [W] File and Storage Services (2 of 12 installed) QODBC Data Sources (64-bit)
4 [H] File and iSCS! Services (1 of 11 installed) ]
¥ File Server (Installed) Performance Monitor
[[] BranchCache for Network Files
File Server Resource Manager
[ File Server VSS Agent Service Property of Ben Halevy
[ iSCSI Taraet Server v
g e




Mission Parameters

Create Quota Template

Copy properties from quota template (optional):
10 GB Limit

Settings

Template name:
Report

Description (optional):

Space limit
Limit:
3 GB ~

® Hard quota: Do not allow users to exceed limit

() Soft quota: Allow users to exceed limit (use for monitoring)

Notification thresholds

Threshold E-mail Event Log

Command  Report

ORGANIZATIONAL INFRASTRUCTURE -
5‘,5 File Server Resource Manager
File Action View Help
X = 25
Copy ,%9 File Server Resource Manager (Local) Filtter: Show all: 0 items
v ,;-,»,9 Quota Management - - - =
File Screen Path Screening Type Fil
& Quotas g 2
3] Quota Templates Create File Screen
v a? File Screening Management
L@ File Screens File screen path:
,‘E File Screen Templates ‘C:\Repons || Browse...
.| File Groups '
@ Storage Reports Management File screen properties
L‘Ql Classification Management You can either use properties from a file screen template or define custom
& File Management Tasks file screen properties.
How do you want to configure file screen properties?
(® Derive properties from this file screen template (recommended):
C:Report Audio Video Images v
(O Define custom file screen properties:
Summary of file screen properties:
=- File screen: C:\Reports
- Source template: C:Report Audio Video Images
- Screening type: Active
- File groups: Audio and Video Files; Image Files
‘- Notifications:
Cancel Create Cancel




E File Server Resource Manager
File Action View Help

o nm BE

o e sever Rsource Manager (o[ Y Quota e Descrption
o %‘”‘a Management 3] 1068 Limit 100GB Hard
Quotas
3] Que mplates @ 100 ME Limit 100 MB Hard Create Quota Template..
> & File Screening Management [E] 2GB Limit @ Refresh
Storage Reports Management -
> Classgication Managerient g 200ME Lllmft R,-aports o User ) 200 ME rard View g
ﬁ File Manag t Tasks 200 MB Limit with 50 MB Extension 200 MB Hard Help
Bl 250 MR Fvtandad limit 280 MR Hard
i File Server Resource Manager - X
File Action View Help
e anm
23 File Server Resource Manager (Local) || Fitter- Show all: 2 tems Actions
v ta M t
’ge’"e“ " Quota Path |%Used |Limit | QuotaType | Source Template + | Match Template | Description
_ 2] Quota Templates E Source Template: Home (1 item) ¥ Create Quota..
> K] File Screening Management 3 C\Home 0% 200GB  Hard Home Yes G Refresh
n Storage Reports Management View N
> Classification Management B Source Template: Report (1 item) .
File Management Tasks d Help
a 9 T3 CA\Reports 0% 300GB  Hard Report Yes




a File Server Resource Manager
File Action View Help

o= nm BE

E File Server Resource Manager {Local)
v ’ Quota Management

l:a Quotas

E Quota Templates
v & File Screening Management

U_B File Screens

2] File Screen Templates

FleGrous  CreateFleSreen Tomplte. 77 T

B Storage Repo
> Classification
[ & File Managen

Refresh
View

Help

| File screen Template /| Screening Type

| File Groups

Block Audio and Video Files Active

Block: Audic and Video Files

Block E-mail Files Active

Block: E-mail Files

Block Executable Files Active

Block: Executable Files

Block Image Files Active

)| (@ =) | [l | [l

Block: Image Files

Passive

Warn: Executable Files, System Files

Create File Screen Template...
@ Refresh
View 4

Help

ﬁ File Server Resource Manager
File Action View Help

23 File Server Resource Manager (Local)
v ’ Quota Management
Ea Quotas
3] Quota Templates
v & File Screening Management
File Screens
5] File Screen Templates
File Groups
Storage Reports Management
> @ Classification Management
[ & File Management Tasks

Filter: Show all: 1 tems

| File Screen Path | Screening Type

| File Groups | Source Template

/| Match Tem...

E Source Template: C:Report Audio Video Images (1 item)

C:\Reports Active

Block: Audio and Video Files, Image Files C:Report Audio Video Images

Yes

9 Create File Screen..
/¥ Create File Screen Exception..
@ Refresh

View »
Help
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Designate a recovery option from previous
versions of user accounts

How To Instructions

This pc > right Click on C:> Configure Shadow
Copies > Enable>Create Now

* Important Note - This has at times disconnected network drives

during the creation of a Shadow Copy, simply Right click network
drive and remap the C:Home(Z:) and the C:Reports (Y:) Folders

Property of Ben Halevy



. ) P i o H DC1 )P rti
=~ Reports Q\DC1) (Y:) Properties x ome (\\DC1) (Z:) Properties 2 . Local Disk (C:) Properties X
General | Security Previous Versions ICuaomze ' Clmon]

 General Security Previous Versions Customize Classfication

o Pn‘efve‘i?us versions come from sl'lado;\v'”s c?‘ge:éﬁ:dl are
Previous versions come shadow copies, which are sa automatically to your comput . General Sl'lﬂhg SBclll]l’
saved automatically to your computer’s hard disk. l L l Hoxciwere . .
Folder versions: in |

Folder versions: Name Date mod\:ﬁed il

Name Date wiciied + Today (2) Type: Local Disk

#5 Home (\DC1) (Z:) 11/16/2022 12:12 ... File system: ~ NTFS
 Today (2) €5 Home (\DC1) (Z2) 11/16/2022 12:07 ...
#5) Reports (\DCT) (Y:) 11/16/2022 12:12 ... B Used space: 10,989.637.632bytes  10.2GB
45 Reports (\DC1) (Y:) 11/16/2022 12:07 ... I Free space: 31,382.265.856 bytes ~ 29.2GB
nen v m =t ore -
I Open |v| I e |"| Property of Ben Halevy




v Network locations (2)

> &. Local Disk (C) Reports (\DC1) (Y3 Home (\\DC1) (Z2)

> o DVD Drive (D:) SSS_X64FRE_EN-US [ | l
‘« NTFS ‘u NTFS

> wmx Reports (\\DC1) (Y:)
> wmy Home (\\DC1) (Z3)

> & Network

2 . Local Disk (C:) Properties X L. Local Disk (C) Properties X €\ [4 X
 ShadowCopies  Previous Versions ~ Quota  Classfication ~~ Gened  Took  Haware  Shang  Secufy  Schedue
BT ‘ Shadow Copies
Generl  Tools  Hadware  Shaing  Securty | Previous Verons | Quota | Classfcation |
Shadow copies allow users to view the contents of shared folders 2. At 2:00 AM every day, starting 11/16/2022 and ending 12/16/2022 v
— as the contents existed at previous points in time. For information on 8
i | Shadow Copes, cick here. New Delete
Select a volume:
Volume Next Run Time  Shares Used Schedule Task: Start time:
E\A\Vol... Disabled 0 Dally v|[200am 3| [Advanced... |
& Disabled : :
Schedule Task Daily
- Every |1 2! dayls)
| Dsable | =
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Create a Document and Place it On the Desktop Of Every
End User of the Office Dept.

- The File Should Read “Please Turn Off Your Computer |
‘ I have Recently Installed the Role FSRM and Created ‘

[ K2 | -

This Has Caused A System Failure to Create or Edit GPO’S in any way and Removes the Domain
Entirely From the Group Policy Management System

To Combat this Known FSRM Bug disable the filter driver by running: fltmc
unload datascrn >Edit the GPO >

When you're finished editing the GPO re-enable the filter driver by running:

fltmc load datascrn

VATEENNENIWA'A'ANMYVAIERAS

How To Instructions

Create A Shared Folder in C: Named “Instructions” > Share it > New GPO> User Pref > Windows
Settings > Folders > New > Action: Create >

Source: Network Path for The intented File > Destination should have the %DesktopDir%
\Instructions.txt file > read only +Archive >


https://social.technet.microsoft.com/Forums/windowsserver/en-US/28157262-58a8-4f17-8070-66ceeed38a47/fsrm-breaks-group-policy-editing-on-windows-server-2019-domain-controllers
https://social.technet.microsoft.com/Forums/windowsserver/en-US/28157262-58a8-4f17-8070-66ceeed38a47/fsrm-breaks-group-policy-editing-on-windows-server-2019-domain-controllers

I8 Group Policy Management

OR
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RE 47

& File Action View Window Help

& 2 E 9

|5, Group Policy Management
v _ﬁ Forest: ben.local
v &5 Domains
v &3 benlocal
=i/ Default Domain Policy
3. Architects
2| Domain Controllers
2 Finance
Fifl)
=| Management
3] Office
2 Sales
=/ Group Policy Objects
- % WMI Filters
m Starter GPOs
; @ Sites
562 Group Policy Modeling
_+ Group Policy Results

E Group Policy Management Console

following domain in the console.

Domain: ben.local

The emor was:

,;:,nb File Server Resource Manager

File Action View Help
| 7

The specified domain controller could not be contacted. This affects the

The specified server cannot perform the requested operation.

FSRM BREAKS GPO EDITING ON
WINDOWS 2019

é File Server Resource Manager (Local)
v ,{;9 Quota Management
_(& Quotas
E] Quota Templates
- ﬁ? File Screening Management
H Storage Reports Management
. [& Classification Management
3 File Management Tasks

Filter: Show all: 2 tems

B Quota Path | % Used ' Limit Quota Type ' Sour

= Source Template: Home (1 item)

% C\Home 0% 2.00 GB Hard Hon

=] Source Template: Report (1 item)
fo C\Reports 0% 3.00 GB Hard Rept



https://social.technet.microsoft.com/Forums/windowsserver/en-US/28157262-58a8-4f17-8070-66ceeed38a47/fsrm-breaks-group-policy-editing-on-windows-server-2019-domain-controllers
https://social.technet.microsoft.com/Forums/windowsserver/en-US/28157262-58a8-4f17-8070-66ceeed38a47/fsrm-breaks-group-policy-editing-on-windows-server-2019-domain-controllers

2 . Local Disk (C:) Properties

© Shadow Copies  Previous Versions ~ Quota  Classfication

~ General
Network File and Folder Sharing

- CA
.  Shared

Network Path:
f\DC 1\Instructions}

- Advanced Sharing

Set custom pemmissions, create multiple shares, and set other

advanced sharing options.

3 Quick access

W ThisPC
“J 3D Objects
[ Desktop
Documents
¥ Downloads
Jﬁ Music
Pictures

E videos

i DVD Drive (D) 555_X64FRE_EN-US
=~ Reports (\DCT) (Y3)
e Home (\DCT) (Z)

‘ Network
W tsclient

Tools  Hadware  Shaing  Secuity

Name

~ Home

 Perflogs

. Program Files

. Program Files (x86)
 Reports

. Scripts
 StorageReports

. Users

© Windows

et

[

Date modified Type
11/13/2022 1:33 A..  File folder
9/15/2018 10:19 A.. _ File folder
1 Instructions Properties
| General Sharing Security
“Network File and Folder Sharing

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

[\l @ & = |Instructions

File Home Share View

«— Lo i] » This PC » Local Disk (C) *> Instructions

3 Quick access

= This PC
P 30 Objects
BB Deskiop
E Documents
¥ Downloads
J" Music

&= Pictures

B videos

i DVD Drive (D:) 555_X64FRE_EN-US
» Reports (\DC1) (Y
=~ Home (\DC1) (Z3)

Network access

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

Name

Date modified Type

‘ 2] Instructions

11/17/2022 12:38 ..

Rich Text Document

View
Sort by

Group by
Refresh

v

Paste
Paste shortcut
Undo Move

Ctri+Z

Give access to

Properties

Shortcut

v
L]
®

Bitmap image

Contact

Rich Text Document

Text Document

Compressed (zipped) Folder
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PS C:\Users\Administrator> fltmc unload datascrn

General Common

 Instructions [DC1.BEN.LOCAL] Poli s
PS C:\Users\Administrator> gpupdate /force

o ComPU.t‘.'-"' Configuration Options common to all ite Updating policy...
| Policies o o
rocessing items
| Preferences s -
o2 : : (2 Run in logged-on use ,
3% User Configuration 99 Computer Policy update has completed successfully.
| Policies (] Remove this item whe
” User Policy update has completed successfully.
_| Preferences [J Apply once and do no

v || Windows Settings

<‘EJ Applications [ Item-level targeting

= scription :\Users ministrator> mc loa atascrn
% Drive Maps Descriptio PS C:\Users\Ad trator> fltmc load dat
19| Environment
&3 Files PS C:\Users\Administrator> |
(3 Folders
‘ ; ' Instructions.rtf Properties
=y |_u- fé S=) R ‘
s Instructions [DC1.BEN.LOCAL] Pol{ SC€ral - Common
' Prefer?nces . Name & Computer Configuration T -
Iser Configuration Processing vy ‘ " Policies ‘I* Action:  Create
Polici <48 Instructions.txt
| Policies | Preferences
| Preferences 4%, User Configuration
" -‘ Wik Settings | Policies Path: \\DC1\Instructions\Instructions.rtf
&) Applications v I Pleierenees Attributes
= . v | Windows Settings
52 Drive Maps D Aol
: () ications “ -
@ Environment J p_p' ! ElScnny
g Files =% Driveifips 1 Hidden
f [ZE] Environment
l—’, Folders 3 Files  Archive
(3% Folders
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Prohibit the Finance Dept Access to the
EndPoint Control Panel & CMD

How To Instructions

fltmc unload datascrn > New GPO “Control”> User Policies > Admin Temp > Control
Panel > Prohibit Access to Control Panel

and Pc Settings > Enable > Ok > Exit > Finance Dept GPO > Link Existing “Control”>
Gpupdate /force > fltmc load datascrn

Property ot Ben Halevy



_’g’, Group Policy Management
Action

=y -
5 File

&= 2HE & HE

View Window Help

|5 Group Policy Management
v _g& Forest: ben.local
v [£4 Domains
v 3 benlocal
=i Default Domain Policy
2| Architects
2| Domain Controllers
2| Finance
BT
2| Management
2] Office
2] Sales
-/ Group Policy Objects
% WMI Filters
"] Starter GPOs
& Sites
58 Group Policy Modeling
= Group Policy Results

Group Policy Objects in omq«

Contents Delegation

Name

'=[ Calcrestrictions

Flono |
=] Defautt Domain Controllers Poli
=] Defautt Domain Policy

‘=] FolderRedirection

'=[ HelpDesk

'=[ instructions

_:J Removable Storage access

=/ Reports

o VVITITUUWD oeLuniys

v | Administrative Templates: Policy definitions (AD
~ Control Panel

| Desktop
| Network

| Shared Folders
B Ciacdk M and Tl ar

OR

Mission Parameters
GANIZATIONAL INFRASTRUCTU

RE

:iz| Hide specified Control Panel items

=, Group Policy Management

51

Z File Action View Window Help
&9 2FE 8B/ XE 0
'3 Group Policy Management Finance

v _é, Forest: ben.local
v |55 Domains
v %3 benlocal
= Default Domain Policy
21 Architects
2| Domain Controllers
v 3. Finance

=i control

Linked Group Policy Objects

Group Policy Inheritance  Deleg

Link Order

1
2

Not configured

iz, Always open All Control Panel Items when opening Control P..  Not configured
Prohibit access to Control Panel and PC settings Enabled

iz, Show only specified Control Panel items Not configured
:if Settings Page Visibility Not configured

GPO

| HelpDesk
@] control

No
No
No
No
No



Mission Parameters _
ORGANIZATIONAL INFRASTRUCTURE

Create A Shared Folder and Distribute Software
through the GPO

How To Instructions

Create a shared folder named “ZIP” > download the 7zip.msi file into
shared folder>

create a GPO named “ZIP” > Edit > User Config > Policy >Software
Settings >New Package

perty of Ben Halevy

> Input the network address for the flle > Publish > Link existing GPO
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E Group Policy Management Editor

File Action View Help
CE I - EREENE 1

zip [DC1.BEN.LOCAL] Policy Name Version Deploymentst..  Source
v i Computer Configuration
> Policies There are no items to show in t
> Preferences
~ & User Configuration
v Policies
v Software Settin

> Windows Settings

gs

B -

> (] Administrative Templ zip [DC1.BEN.LOCAL] Policy Name Version Deploymentst.. Source
' v - Computer Configuration
> Policies There are no items to show in this vie
> Preferences
v 4% User Configuration
- e = Policies Deploy Software X
“ 4 [ « Programs > Get Programs v B S Search Get Program Eeesieprsnis o
= @® Published
Control Panel Home > | Administrative Templ|
Install a program from the network ; Assig
) S > Preferences © ned
Uninstall a program To install a program, select it from the list and then click Install. O Advanced
Tum Windows features on or
off ; Select this option to Publish the application without modifications.
Organize ~
Name -
=E X -
{{397-2ip 22.01 (x64 edition) o e
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Create a Shared Drive that is parameter specific and
map it to the Network

¥ Downloads SooLevices dna anves (5)

Local Disk (C:)

d Music Floppy Disk Drive (A:) L=t

: = DVD Drive (D:)

! = Flory = .
= Pictures L Ny 29.2 GB free of 30.4 GB =
& videos ~ Network locations (3)
B Lol Biklcy Secret \\DC1) (S2) Reports (\DC1) (V) Home (\DC1) (Z)
=~ Secret (\DC1) (S) - ] [ [ ] -y E—
& 29.2 GB free of 394 GB S 292 GB free of 39.4 GB & 29.2 GBfree of 394 GB

w» Reports (\DC1) ()
= Home 0\DCT) (23

How To Instructions

Create a new Folder and Share it to the Network >Create new GPO>Edit> User
preference >windows>New Drive Map O.S is

>create>DC folder address\\DC1\Secret > Drive letter S:> Common Tab > Item Level
Targetting > New Item > Specify Which

Halevy
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Q Group Policy Management Editor

File Action View Help
| 2 m@ GO

Secret [DC1.BEN.LOCAL] Policy | Gen€ral Common
~ & Computer Configuration

New Drive Properties

 Secret Properties

L e

Type: File folder
Location: CXk
Size: O bytes

Size on disk: D bytes
Contains: 0 Files, 0 Folders

Created: Today. November 17, 2022, 4 hours ago

Aftributes: (W] Read-only (Only applies to files in folder)

s [ Policies S on: Create ]
> Preferences
v 4% User Configuration Location: |\\DC:1\Seuet I - |
» [ policies
v B Preferences Reconnect: [  Labelas: I |
v Windows Settings Drive Letter

licati
Pl O Use st avaiabe, sartng st ® Use:
Environment
3 Files

¥ Folders

Y Targeting Editor — O x

New Item ~ | Add Collection | ltem Options ~ | 4 ® | % [a [ v X Delete | @ Help

is greater than or equal to 512 MB

& AND the total RAM

Product ‘Windows 7 v
Edition Any v
e |8 ]
Computer Role ‘W w“

An Operating System targeting item allows a preference item to be applied to computers or users
only if the processing computer's operating system's product name, release, edition, or computer

rmla rastrhar thaea ifiarl in tha + itamy  AdAiFianal infarmatian i

 Secret Properties

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

[ Gose | [Cancel ] [“only

ok | cancel

Property of Ben Halevy
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Infrastructure settings for the
Organization’s VPN connection

LAN IP Config WAN
IP address:192.168.100.254 IP address:
192.168.200.1

Subnet Mask: 255.255.255.0 Subnet
Mask: 255.255.255.0

Default Gateway: Leave Empty
B primary DNS : 192.168.100.1 Y
Create A Virtual Private Network In Hyper-V named “WAN"

Create a Virtual Machine Named RAS w/a Dual Core
Processor, (2gb ram), (40gb) HDD

Give the Machine 2 NIC’s, the 1st being the LAN, the 2"
being the WAN

56
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ternet Protocol Version 4 (TCP/IPv4) Properties

eneral

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(® Use the following IP address:

IP address: | 192 . 168 . 100 . 254 |
Subnet mask: | 255.255.255. 0 |
Default gateway: [ ; ; : ]

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 192 . 168 . 100 . 1| ‘
Alternate DNS server: ’ 3 ; ’ ]
[Jvalidate settings upon exit Advancad.

Mission Parameters
NETWORKINFRASTRUCTURE

£ Virtual Switches

=% New virtual network switch
e Wan

Private virtual switch
wia Lan

Private virtual switch
== Default Switch

Default Network
« Global Network Settings

U MAC Address Range
00-15-5D-66-19-00 to 00-15-5D-6...

A Virtual Switches

% New virtual network switch
whe Wan
Private virtual switch
ohw LN
Private virtual switch
wiw Default Switch
Default Network
2 Global Network Settings

U MAC Address Range
00-15-5D-66-19-00 to 00-15-3D-6...

57

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(®) Use the following IP address:
IP address: | 192.168.200. 1 |
Subnet mask: | 255 .255.255. 0 |

Default gateway: l ’ : : |

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: | . : . |

Alternate DNS server: | : ; - |

[Jvalidate settings upon exit e

& ][ o
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Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically TC P/I P CO nfi g u rat i on

(@) Use the following IP address:

Create A Virtual Machine — 192 . 168 . 200 . 10 | IP: 192.168.200.10
PC1 Subnet mask: | 255 . 255 . 255 . 0 | SUbnet MaSk:
Default gateway: | 192.168 .200. 1| 255.255.255.0

(@) Use the following DNS server addresses: Defa u It G ateway:
Preferred DNS server: | ; . : ' 1 92.1 68.200.1

Alternate DNS server: | D N S‘ E m pty

[]validate settings upon exit Advanced...

o1 cone

How To Instructions Property of Ben Halevy

Virtual machine named PC1, (1GB Ram) (30GB HDD) WAN
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Configure a VPN Server

How To Instructions

Add New Role(Routing and Remote Access) On the RAS Virtual Machine > Choose Direct Access +VPN
Routing > Only Configure the VPN

>once the role has been created > Right click on RAS> Choose Routing and remote access > custom config
> pick VPN and Dial up

> Policy name - Management VPN > Remote access Server > Specify Condition (User Group) > grant access
+ click on Dial in Properties

> Configure Device Remote Access +Dial Routing (Max 7 Ports ) >under devices - Close all Ports other
than the 7 PPTP ports designated
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60
fz, Add Roles and Features Wizard - O X
Select server roles
. DESTINATION SERVER
Select role services RAS ben local
Before You Begin Select one or more roles to install on the selected server.
- - efore You Begin Select the role services to install for Remote Access
Installation Type I )
- pches Installation Ty Role services Description
Server Selection : - ' 1 1 1
|| Active Directory Lightweight Directory Services DirectAccess and VPN (RAS) Routing provides support for NAT
[] Active Directory Rights Management Services Routers, LAN Routers running BGP,
[] Device Health Attestation [] Web Application Proxy RIP, and multicast capable routers
[] DHCP Server (IGMP Proxy).
Remote Access [] DNS Server
Bk S [] Fax Server
ole >ervices 4 [m] File and Storage Services (1 of 12 installed)
|

[] File and iSCSI Services

/| Storage Services (Installed)
Host Guardian Service Confirmation

Hyper-V

Network Controller

Network Policy and Access Services

Print and Document Services

Remote Acces £ Configure Remote Access >
Remote Desktop Services

ORIOOO0O0

Configure Remote Access
Getting Started Wizard

Welcome to Remote Access
Use the options on this page to configure DirectAccess and VPN.

—> Deploy both DirectAccess and VPN (recommended)

Configure DirectAccess and VPN on the server, and enable DirectAccess client computers. Allow
remote client computers not suppoerted for DirectAccess to connect over VPN,

—> Deploy DirectAccess only

Configure DirectAccess on the server, and enable DirectAccess client computers.

—> Deploy VPN only
Configure VPN using the Routing and Remote Access console, Remote client computers can
connect over VPN, and multiple sites can be connected using VPN site-to-site connections, VPN
can be used by clients not supported for DirectAccess.

Property of Ben Halevy



Mission Parameters
NETWORKINFRASTRUCTURE

61
® Custom configuration
Select any combination of the features available in Routing and Remote Access.
= Routing and Remote Access
i : k < Back Next > Cancel
File Action View Help
&9 HE o HFE
= Routing and Remote Access m
% Server Status = RGICY/NEmS:
= .Routing and Remote Access I RAS (local) Properties 7 % Management
v [®) RAS (local) To 9 Server satus -
-;- v E} RAS (local) General Security [Pv4 IPv6é IKEv2 PPP  Logging
_E_ Network Interfaces Fo T Network intarfacas . Network connection method
"ﬂ"" Remote Access Clients (0] | E_ Remote Access Clients (0] 2 R Select the type of network access server that sends the ¢
pomsoam, 0 £ Ports or Vendor specific, but neither is required. If your network
E_ Ports E Remote Access Logging ¢ IPv4 address assignment Unspecified.
- R : . 2 1Pv4 This server can assign IPv4 addresses by using:
il | Remontatascacallanainatl 5 16 " Dynamic Host Configuration Protocol (DHCP)
' E_ P LaunCh NPS New IPv4 Address Range ? X
"ﬂ" P ® Type of network access server:
i . N Type a starting |P address and either an ending |P address or the number of
Vlew addresses in the range. Remote A ss Server(VPN-Dial I.Ip)
Start IP address: 10.10. 10 . 1
Refresh T addess I O Vendor specffic:
End IP address: [10.10.10. 7 0
Help Number of addresses: I 7
1|
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Groups
Internet Protocol Version 4 (TCP/IPv4) Properties 4 i : . Windows Groups
i SetlipaConnechionaietm ik w The Windows Groups condition specifies that the connecting user or corr
General groups.
; ; ically i Choose a connection option Machine Groups
You can get IP setiings assigned automatically if your networl_< supports P The Machine Groups condition specifies that the connecting computer m
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

User Groups

The User Groups condition specifies that the connecting user must belo

Connect to the Internet

(O Obtain an IP address automatically S :
Set up a broadband or dial-up connection to the Internet.

(® Use the following IP address: User Groups b4
IP address: I 192 . 168 . 200 . 10 ‘ ".'. Set up a new network
Subnet mask: ’ 255.255.255. 0 I s iR Sl Gl Specify the group membership required to match this palicy.

Default gateway: I 192 .168 .200 . 1| I Connect to a workplace
Set up a dial-up or VPN connection to your workplace. Groups

BEN\Management

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 3 . ; I
Alternate DNS server: , . s S I
[[J validate settings upon exit Advanced...
) Add Groups... Remove
E Cancl Next | Cancel
oK Cancel

Property of Ben Halevy
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New Network Policy

l Specify Access Permission
’

Configure whether you want to grant network access or deny network access if the connection request matches
policy.

® Access granted
Grant access if client connection attempts match the conditions of this policy.

1 Access denied

Deny access if client connection attempts match the conditions of this policy.

-] Access is determined by User Dial-in properties (which ovemide NPS policy)
Grant or deny access according to user diakin properties if client connection attempts match the conditions of this policy.

vianager1 Properties ? X
Remote control Remote Desktop Services Profile COM+
General Address Account Profile Telephones Organization
Member Of Diakin Environment Sessions

— Network Access Permission
® Allow access
" Deny access
" Control access through NPS Network Policy
™ Verify Caller-ID:
~ Callback Options
® No Callback
(" Set by Caller (Routing and Remote Access Service only)
" Always Callback to:
~I Assign Static IP Addresses
Define IP addresses to enable for this o [ e I
Diakin connection. st M
I~ Apply Static Routes
Define routes to enable for this Dial-in tatic Houte |
connection.
OK Cancel Apply Help

63
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VPN Connection

Disconnected

[

VATA R K Ao o b I \
7 VAN VINIPOIT (REVE)

Mission Parameters
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Connect / Disconnect

Set as Default Connection
Create Copy

Create Shortcut

B C\Windows\system32\cmd.exe

licrosoft Windows [Version 10.0.19042.572]
(c) 2020 Microsoft Corporation. ALl riphts reserved.

C:\Users\PC1>ping 192.168.100.1

Pinging 192.168.100.1 with 32 bytes of data:

v W

® Delete Reply from 192.168.100.1: bytes=32 time=Ims TTL=127
% Rename Reply from 192.168 1: bytes=32 time=2ms TTL=127
® rioceitics Reply from 192.168.100.1: bytes=32 time=2ms TTL=127

Reply from 192.168.100.1: bytes=32 time=2ms TTL=127

Ping statistics for 192.168.100.1:
Packets: Sent = 4, Received = 4, Lost = @ (@% loss),
pproximate round trip times in milli-seconds:

WAl Rl PV Gonnection Minimum = Ims, Maximum = 2ms, Average = Ims
Network g VPN Connection

VWA R Adirirt DDTDY
7 WAN Miniport (FPTH)

Microsoft Hyper-V Network Adap...

C:\Users\PC1>,
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Create New Virtual Machine
- DC2 Server

Add Role AD DC
Associate it to BEN.LOCAL

e mfma bl Nl AT nool

IP Address

Ip: 192.168.100.2

Netmask:
255.255.255.0

Default :
192.168.100.254

S o e

New Virtual Machine (2GlI 192.168.100.1 'hange Name to DC2>
Change IP > add Role Active Dir >

oerty of Ben Halevy

Promote Server to DC >Add DC to Existing Domain >upon completion
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66
Internet Protocol Version 4 (TCP/IPv4) Properties X Organize ¥ __ Active Directory Users and Computers
T - —— File Action View Help
ern ) — IR %
) ) . =5 ben.local = 7 H| E &= 8 i
You can get IP settings assigned automatically if your network supports ” _ ) —
this capability. Otherwise, you need to ask your network administrator @> Microsoft Hyper-V Network Adap... — Active Directory Users and Comp|| Name
for the appropriate IP settings. , 5 : e
‘__:{ Saved Queries Bl Architects
2 $3 on. ——lm
(O Obtain an IP address automatically Delegate Control...
(®) Use the following IP address: Find..
IP address: | 192.168.100. 2 | Change Domain..
Sy ——— I 255 255 255 0 I Change Domain Controller..
- Raise domain functional level..
Default gateway: | 192 . 168 . 100 . 254 |

Operations Masters...
Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: [ 192 .168 . 100 . 1 |
Alternate DNS server: [137. 90 . @ . 1 |
[Jvalidate settings upon exit I
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67
Active Directory Domain Services X
0 The operations master role was successfully transferred
OK
PS C:\Users\Administrator.BEN> netdom query Operations Masters ?
Schema master DC1.ben. local
Domain naming master DC1.ben. local
RID
PDC DC1.ben. Tocal PRC | Wnfstruckurs
RID pool wanager OC1.ben. Jocal The operations master manages the allocation of RID pools to other
Infrastructure master DC1.ben. local . . :
Domain Controllers. Only one server in the domain performs this role.
The command completed successfully.
: 24 Operations master:
PS C:\Users\Administrator,BEN> netdom query fsmo 5C1bankbeal
Schema master DC1.ben. local '
Domain naming master DC1. ben. local . _
PDC DC1.ben. local To transfer the operations master role to the following

Change...

computer, click Change.

RID pool manager DC2.ben. local
Infrastructure master DC1.ben. local
The command completed successfully.

DC2.ben.local
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Install A Printer to DC1
IP: 192.168.100.50

Share the Printer w/ the Finance &
Office Dept.

Grant the IT Dept Managing
Permissions of the Printer

Make the Printer available in the Active
Directory

B s e I

Finance & Office Dept.
Control Panel > Hardware > Devices ana rrinters > aaa >rina a rrinter sy Other Options >Use Tcp/Ip >

add the Printer’s Ip address > Pick the Printer

Driver to install >right click on the printer you selected > Sharing tab > Share this Printer > List in the
Directory > go to Security tab > Grant the IT Dept.

Group Permissions to Printer > New GPO > Edit > User Preference > Cntrl Panel > Printers > New > Tcp/Ip
Drinfar > Gaoanaral Tah > Craate > Inniif In
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4[3‘ Hardware and Sound

& = ~ 4 =5 > Control Panel > Hardware and Sound >

Control Panel Home

= Devices and Printers
Dl

Add a device | Advanced printer setup Moust

System and Security
Change Windows To Go startup options

Network and Internet
AutoPlay

Change default settings for media or devices | Pl

® Hardware and Sound

Programs

) &

CI‘\I II’\A

Ilear Arrniinte

= Add Printer

Find a printer by other options

(O My printer is a little older. Help me find it.
(O Find a printer in the directory, based on location or feature
(O Select & shared printer by name

Browse...

Example: \\computernameé\printername or
http://computername/printers/printername/.printer

(® Add a printer using a TCP/IP address or hostname
(O Add a Bluetooth, wireless or network discoverable printer

(O Add a local printer or network printer with manual settings Property of Ben Hal evy
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70
X
F;,,Q Add Printer X
& @@= Add Printer

Find a printer by other options

Type a printer hostname or IP address
(O My printer is a little older. Help me find it.
(O Find a printer in the directory, based on location or feature Devicetype: TCP/IP Device 5

Select a shared printer by name
O P Hostname or IP address: | 192.168.100.50) I
Browse...
Port name: | 192.168.100.50 |

Example: \\computername\printername or

http://computername/printers/printername/.printer Query the printer and automatically select the driver to use

(® Add a printer using a TCP/IP address or hostname
(O) Add a Bluetooth, wireless or network discoverable printer

(O Add a local printer or network printer with manual settings

Property of Ben Halevy



Mission Parameters 3
NETWORKINFRASTRUCTURE

= Add Printer

Printer Sharing
If you want to share this printer, you must provide a share name. You can use the suggested name or type

a new one. The share name will be visible to other network users.

(®) Do not share this printer

(O Share this printer so that others on your network can find and use it

MS Publisher Color Printer

Property of Ben Halevy



=[ Xerox Workcentre [DC1.BEN.LOC.
v & Computer Configuration
> [ Policies
> ] Preferences
v & User Configuration
> [ Policies
v [ Preferences
> ] Windows Settings
v (=] Control Panel Setting

@ Data Sources

Q Devices

Cﬂ. Folder Options
@ Internet Settings
Q Local Users and G
(@) Network Options
% Power Options
@ Printers

0 Regional Options
Scheduled Tasks
@ Start Menu

Mission Parameters
NETWORKINFRASTRUCTURE

A .
% Printers

Processing

Stop processing items in
extension on error:

Run in user's context:
Remove if not applied:
Apply once:

Filtered directly:

Filtered by ancestor:
Disabled directly:

Disabled by ancestor:

Description

No description provided.

Preferences A\ Extended A Standard

192.168.100.50 Properties

General Port Settings

Py
ey,
o

Action:

72

IP Address:

Local Name:

Printer path:

Location:

Comment:

Delete all IP printer connections

[[J Use DNS name

[ Use an IPv6 address

' \\DC1\MS Publisher Color Printer

[ Set this printer as the default printer...
...only if a local printer is not present

Property of Ben Halevy



_3 Group Policy Management
& File Action
e« ZE B G

View Window Help

Mission Parameters
NETWORKINFRASTRUCTURE

=] Xerox Workcentre [DC1.BEN.LOC
v & Computer Configuration

+ ] Policies

» | Preferences
v ﬁ. User Configuration

' Group Policy Management
v _ﬂ Forest: ben.local

Group Policy Objects in ben.local
Contents Delegation

[ Policies
~ || Preferences

v [Z4 Domains ] Windows Settings
v 4 benlocal Name . GPO Statt v () Control Panel Setting
s/ Default Domain Policy | | [ Calrestrictions Enabled &3 Data Sources
s/ Secret =/ control Enabled B8 Devices
> 2] Architects '=[ Default Domain Controllers Policy Enabled & Folder Options
» (2] Domain Controllers =[ Default Domain Policy Enabled @ Internet Settings
> [2] Finance| New GPO % Local Users and G
> @I [ Network Options
> 2] Managd Name: % Power Options
> (2] Office | Xerox Workeentre| @ St
> @] Sales ‘ & Regional Options
» ) Group R Source Starter GPO: Scheduled Tasks
> [ WMIFill  (none) v B, start Menu
> :ﬂ Starter
> L@ Sites Cancel
(Eeg ~_.._ not:_.ad

73

£ -
& Printers

Name Order Action

Processing
There are no items to show in this view.

Shared Printer
TCPAP Printer

Local Printer

New
All Tasks

Refresh
Description

View
No policies selected
Arrange lcons

Line up lcons

Help
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' Group Policy Management Finance
v A\ eSS DRioG! Linked Group Policy Objects  Group Policy Inheritance  Delegation
v g3 Domains
v Z3 benlocal Link Order GPO Enforced Link Enab

= Default Domain Policy 1 & HelpDesk No Yes
=i Secret 2 @i control No Yes
21 Architects 3 i Xerox Workcentre No Yes
5. Domain Controllers —
= Finance _

|5 Group Policy Management Office

v A\ Forest: benllgcal Linked Group Policy Objects  Group Policy Inheritance ~ Delegation

v g3 Domains
v 3 benlocal Link Order GPO Enforced Link Enab

=i, Default Domain Policy _ 1 &/ HelpDesk No Yes
i Secret 2 =i, Calcrestrictions No Yes
2. Architects 3 @i, instructions No Yes
2| Domain Controllers — B @, Xerox Workcentre No Yes
2] Finance .
= v
2] Management
= | Office

Property of Ben Halevy
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EEQ MS Publisher Color Printer Properties X a5 MS Publisher Color Printer Properties X
General Sharng Ports Advanced Color Management Securty Device Settings General Sharng Ports Advanced Color Management Securty Device Settings
G :
<>  You can share this printer with other users on your network. The skl hasndns
Qo printer will not be available when the computer is sleeping or turned S& Everyone &
off. ALL APPLICATION PACKAGES
Account Unknown(S-1-15-3-1024-4044835139-2658482041-3127973164-32...
S8 CREATOR OWNER
IT(BEN\IT)
a Administrator
[] Share this printer $2 Administrators (BEN\Administrators) <
Share name: | MS Publisher Color Printer l Add ‘ Taa |
Render print jobs on client computers Pemissions for IT Allow Deny
o _ Print M O
[M] List in the directory M i = O
Manage documents M ]
Ditass Special pemissions
If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the
shared printer. For special permissions or advanced settings, click Advanced. Advanced
' Additional Drivers...
OK Cancel Apply

OK || Cancel || Apply |
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Install a Network Printer On DC1, Share w/
Sales & Architects

Give the IT Dept. the ability to Manage the
Printer

How To Instructions

Control Panel > Hardware > Devices and Printers > Add >Find a Printer
By Other Options >Use Tcp/Ip

> add the Printer’s Ip address > Pick The Epson Printer > install Driver
> right click on the printer you

selected > Sharing tab > Share this Printer > List in the Directory > go
to Security tab > Grant the IT >

Group Managing Permissions > Grant the Architect & Sales Groups

oerty of Ben Halevy
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B Add a device
Or Dewces_and Printers _ Choose a device or printer to add to this PC
N Add a device | Advanced printer setup S o dei

Change Windows To Go startup options
MS Publisher Color Printer on DC1

Printer

The printer that | want isn't listed
= Add Printer

Find a printer by other options & = Add Printer

(O My printer is 2 little older. Help me find it.

(O Find a printer in the directory, based on location or feature

S e Type a printer hostname or IP address

Browse...
Example: \\computernameé\printername or . . -
http://computername/printers/printername/.printer Device type: TCP/IP Device
(®) Add a printer using a TCP/IP address or hostname
Hostname or P address: 192.168.100.51|
(O Add a Bluetooth, wireless or network discoverable printer
(O Add a local printer or network printer with manual settings Port name: 192.168.100.51

Query the printer and automatically select the driver to use



,::, Find Custom Search =

In: j Entire Directory -

Custom Search Advanced

Field Condition:
Condition List: Add Remove
<Add criteria from above to this list>
< >
earch results:
Name Type Description

@ DC1-Epson 1 Printer

" DC1-MS Publish.. Printer
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Generic Network Card

Emulex NetQue Pocket and NetQue Mate
Emulex NetQue Pro2

External Box Kyocera Mita Print Server
External Pocket Kyocera Mita Print Server
Fuji Xerox Able Model

Fuji Xerox ApeosPort

Fuji Xerox Color Laser Wind

Fuji Xerox DocuCentre

Fuii Xerox DocuCeler

EPSON External 3-port Print Server
EPSON Network Printer

E';!] Epson 1 Properties X

General Sharng Ports Advanced Color Management Securty Device Settings

., You can share this printer with other users on your network. The
== printer will not be available when the computer is sleeping or turned
off.

Share this printer

Share name: | Epson 1

Render print jobs on client computers

List in the directory
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h Epson 1 Properties

eneral Sharing Ports  Advanced Color Management Securty Device Sett

GI'OLID or user names:

S8 CREATOR OWNER

S&1T (BEN\IT)

& Administrator

S8 Administrators (BEN\Administrators)

= Epson 1 Properties

General Sharng Potts Advanced Color Management Securty Device Settings

Group Or user names:

£2 Everyone A
ALL APPLICATION PACKAGES
Account Unknown(S-1-15-3-1024-4044835139-2658482041-3127973164-32...

Architects (BEN\Architects)

Sales (BEN\Sales) 8% CREATOR OWNER
82 Server Operators (BEN\Server Operators) 82 1T (BEN\IT)
$2 Print Operators (BEN\Print Operators) 3 Administrator .
‘ Add... ‘ Remove ‘ Add... ‘ ‘ Remove
Pemissions for Sales Allow Deny Permissions for Architects Allow Deny
Print M O Print M O
Manage this printer O O Manage this printer O O
Manage documents ] | Mana.ge doc%lrn.ents ] I
Special pemmissions e
Select Users, Computers, Service Accounts, or Groups K T Auditing e A
St S ctyeel e ‘ For additional information, double-click a permission entry. To modify a permission er
Users, Groups, or Built4n securty principals ‘ ' Object Types... |
: Permission entries:
From this location:
= ‘ Ree—— ‘ Type  Principal Access Inherited fro
‘ ‘ 82 Allow CREATOR OWNER Manage documents None
Enter the object names to select (examples): ‘ & Allow  Administrator Manage documents None
Architects ; Sales| | Check Names | & Allow  Administrator Manage this printer None
82 Allow  Administrators (BEN\Admi... Manage documents None
88 Allow Administrators (BEN\Admi...  Manage this printer None 1 Halevy
= | [ : Allow [T (BEN\IT) Manage this printer None
Advanced... Cancel
! = | l ‘ 82 Allow 1T (BEN\IT) Manage documents None

X



New GPO

Name:
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S L] runuIies
v [ Preferences
X > [Z] Windows Settings
v (=] Control Panel Setting
@ Data Sources

Epson Printer]

Q Devices

Source Starter GPO:

(none)

= Print2 [DC1.BEN.LOCAL] Policy
v & Computer Configuration

> [ Policies

> [] Preferences
v % User Configuration

> [ Policies

v [ Preferences

> ] Windows Settings

m Folder Options
ﬁ' Internet Settings
2 Q Local Users and G
| Network Options
OK Cancel ﬂ Power Options

re Deimbave

All Tasks

View

L

¥  Printers

Name Order Action Path
& 192.168.100.51 1 Create \\DC1\Epson 1

»

Processing

>

80

Shared Printer
TCP/IP Printer

Local Printer
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| IZ[ Group Policy Management Editor

File Action View Help
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e 2 F6XEmcE HE RO + t 3

'=/ Print2 [DC1.BEN.LOCAL] Policy
v A Computer Configuration
> [ Policies
» [ Preferences a2
v % User Configuration
> [ Policies

Action:

192.168.100.51 Properties X

General PortSettings Common

Create ~

v [l Preferences

» ] Windows Settings

v (%] Control Panel Sett
@ Data Sources
Q. Devices
C‘E Folder Option
ﬁ Internet Settin
Q Local Users an(
(@ Network Optid
ﬂ, Power Options
gﬁ Printers
O Regional Optic
(=] Scheduled Tas
@ Start Menu

IP Address:

Local Name:

Printer path:

Location:

Comment:

Delete all IP printer connections

192 . 168 . 100 . 51 \

[[JUse DNS name [[1 Use an IPv6 address

\\DC1\Epson 1 ]

[ Set this printer as the default printer...
...only if a local printer is not present

Action

Create

Path
\\DC1\Epson 1

81
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82
2 Group Policy Management Architects
g~ quest: Benloca Linked Group Policy Objects  Group Policy Inheritance  Delegation
v 3 Domains -
v 3’:3 ben.local Link Order GPO Enforced Link Enabled GPO Status WMI Filter Modified Domain

=i, Default Domain Policy _ 1 ] HelpDesk No Yes Enabled None 11/12/2022 ...  ben.local
@J’ Secret 2 [,—.FJ Print2 No Yes Enabled None 11/19/2022 ... benlocal
5| Architects
2| Domain Controllers —

& | XE] S| M GE

. Group Policy Management Sales
A fqrestz i Linked Group Policy Objects  Group Policy Inheritance  Delegation
v 33 Domains
v Z3 benlocal Link Order GPO Enforced Link Enabled GPO Status WMI Filter Modified Domain
=z Default Domain Policy _ 1 ] HelpDesk No Yes Enabled None 11/12/2022 ... ben.local
i Secret 2 ., Removable Storage access No Yes Enabled None 11/14/2022 ... ben.local
2 Architects ' 3 &5 2p No Yes Enabled None 11/17/2022 ... benlocal
L Domain Controllers ‘ 4 =/ Print2 No Yes Enabled None 11/19/2022 ... ben.local
2] Finance
& >
‘2 Management
- 2] Office
3] Sales

[ Zp Group Policv Obiects
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PS C:\Users\Administrator> gpupdate /force
Updating policy...

Computer Policy update has completed successfully.

User Policy update has completed successfully.

PS C:\Users\Administrator> gpupdate /force
Updating policy...

Computer Policy update has completed successfully.

User Policy update has completed successfully.

PS C:\Users\Administrator>
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Adjust DC Server DNS Settings
(Forwarder, Root Hints)

How To Instructions

AD Tools > DNS > Right Click on On DC1 > Properties > Forwarders > Edit >
Enter Ip Address or Dns Name

( For our purpose I entered 8.8.8.8) > OK > Uncheck “User Root Hints if no
Forwarders are available”
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é DNS Manager

File Action View Help
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e 2 E B 2 i 66

%, DNS

- & bpC
| Forward Lookup Zones
__| Reverse Lookup Zones
| Trust Points
| Conditional Forwarders

Name

::I Forward Lookup Zones
j Reverse Lookup Zones
:]Trust Points
jConditionai Forwarders
l_] Root Hints

85
53 DNS Manager
File Action View Help DC1 Properties ? it
-". B | =
&= fico) lj L= E Debug Logging Event Logging Monitoring Security
£ DNS Interfaces Forwarders Advanced Root Hints
D

-5

"] Forward Lookup Zoné
| Reverse Lookup Zone
1 Trust Points

["] Conditional Forwarde

Forwarders are DNS servers that this server can use to resolve DNS queres
for records that this server cannct resolve.

IP Address Server FQDN
8888 =Unable to resolve>
[ Use root hints if no forwarders are available Edit...

MNote: If conditional forwarders are defined for a given domain, they will be
used instead of serverlevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Ferwarders node in the scope tree,

(o] o e
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Create 2 Virtual Machines (2Gb Ram) (30Gb HD) Ea. (IS1 &1S2), Install on both Machines
IIS(webservers) Roles, Add the Feature of Network

Load Balance Manager on Both Machines, Create one Website, Place the site On Both Machines, Create

an NLB Cluster with both of the IS servers
Change Names > Manage> Add Features > Network Load Balancing > after installation on both machines

restart > Manage > Add Role > Web Server (IIS) >

input the following IP information for each respective Machine > add the two servers to the domain
BEN.LOCAL > Create A Folder in each Machine

C:Myfolder > in each Machine Folder Create A File Named Site.html > Tools > Internet Information
Services Manaaer (IIS) > Click On IS2 > Riaht Click on

Go To IS1 > Tools > Network Load Balancing > Right Click on NLBC > Create New Cluster > Enter Host IP
192.168.100.3 > Cluster Operations - Multicast >

Cluster Port Range : 80-80 > TCP Protocol > once finished add another cluster with IS2 Credentials > Once
Complete go to DC1 to Associate the Website

To the DNS Server > Tools > DNS > Click on DC1 > New Forward Lookup Zone > Zone Name : site.com > you
will see many more classifications in the wizard >


http://www.site.com/
http://www.site.com/

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(O Obtain an IP address automatically
(@) Use the following IP address:

IP address: ‘ 102 . 168 . 100 . 3 |

Subnet mask: | 255.255.255. 0 |

Default gateway: | 192 . 168 . 100 .

Obtain DNS server address automatically

(@) Use the following DNS server addresses

Preferred DNS server: ‘ 192 . 168 . 100 . 1] |

Alternate DNS server: ‘ s . . |

[]validate settings upon exit e

Cancel

Mission Parameters
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Computer Name/Domain Changes x

o Welcome to the ben.local domain.

IS2

IPV4 Properties

IP:192.168.100.3
192.168.100.4

Subnet: 255 255.255.0
255 255.255.0

Default : 192.168.100.254
:192.168.100.254

DNS: 192.168.100.1
192.168.100.1

IP:

Subnet:

Default

DNS:

87

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 192.168 .100 . 4
Subnet mask: [ 255.255.255. 0 |
Default gateway: | 192 . 168 . 100 . 254

~Yht=ir DI
)

NS> Server agaress automaucally

(®) Use the following DNS server addresses:

Preferred DNS server: | 192 . 168 . 100 . 1|

Alternate DNS server:

[[]validate settings upon exit Advanced...

[ ok ]

Cancel



Roles

O
O
|
O

(N 1

Active Directory Certificate Services
Active Directory Domain Services
Active Directory Federation Services
Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation
DHCP Server
DMNS Server
Fax Server
File and Storage Services (1 of 12 installed)
Host Guardian Service
Hyper-V
Netwaork Controller
Network Policy and Access Services
Print and Document Services
Remote Access
Remote Desktop Services
Volume Activation Services
eb Server (1IS)
Windows Deployment Services

fe =

@ » I1S2 » Sites »

File View Help

‘ Connections
Q- i 7|8

. Wy Start Page

v - @ Sites

v -3 152 (BEN\Administrator)
i} Application Pools

; 9 Paranoidpc

?ﬁ Internet Information Services (lIS) Manager

“;I Sites
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E—i Add Roles and Features Wizard

Add features that are required for Web Server (l1S)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (lIS)
4 Management Tools

[Tools] IS Management Console

Include management tools {if applicable)

Add Features Cancel

4 Add Roles and Features Wizard

Add features that are required for Network Load

Balancing?

The following tools are required to manage this feature, but do not

have to be installed on the same server.

4 Remote Server Administration Tools
4 Feature Administration Tools
[Tools] Network Load Balancing Tools

Include management tools (if applicable)

Add Features

Cancel

Filter: » ¥ Go -5 Show All | Group by: No Grouping -
Name D Status Binding Path
@ Paranoidpc 1 Started (ht.. www.paranoidpc.com on 192,168... C\mysite

ty of Ben Halevy
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= = W & @D www.site.com/

hello to everyone please take a chill pill and asume the upright position we are about to take off IS1

@ Network Load Balancing Manager - O X
File Cluster Host Options Help
E'"ﬁ Network Load Balancing Clusters Cluster corffiguration for all known NLB clusters
'j—‘"& (192.168.100.10) Cluster name Cluster |P address Cluster IP subnet mask Cluster mi
[ 152(Ethernet) _
= 5 192.168.100.10 255.255.255.0 mutticast

G Metwork Load Balancing Manager
File Cluster Host Options Help

E IS1(Ethernet)

3--& Network Load Balancing Clusters
BN (192.168.100.10)
.12 IS1(Ethemet)

- I 1s2(Ethernet)

Host configuration information for hosts in cluster (192.168.100.10)

Host (Interface) Status Dedicated IP address
=151(Ethemet) Converging 192.168.100.3
Eis2(Ethemet) Converged 192.168.100.4

Dedicated IP subnet mask ~ Host priority

255.255.255.0
255.255.255.0

1
2

Initial host state

started
started

89
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Qﬂ Internet Information Services (I1S) Manager
« = cﬂ » Start Page

File View Help

New Zone Wizard X

Zone Name
What is the name of the new zone?

Connections Mcrosoft 5
-2 |8 Internet Information Si
N5 Start Page Application Server Manager The zone name specifies the portion of the DNS namespace for which this server is
K a= - N Host X authoritative. It might be your organization's domain name (for example, microsoft.com) or
3 ~% 151 (BENVAcmimistnbon) SN a portion of the domain name (for example, newzone.microsoft.com). The zone name is not
the name of the DNS server.

Add/Edit Port Rule

Cluster |P address

Port range
From: Eﬁ To: IE:-}

Protocols
® TCP O upp (O Both

Filtering mode
(O Muttiple host Affinity: None Single Network

Timeoutin minutes): |0 5

(®) Single host

(O Disable this port range

oK ] [ coe

Name Server
951 localhost

Connect Name (uses parent domain name if blank):
Connect Z -
Connect www Anemme:
Connsch Paranoidpe.com|
Fully qualified domain name (FQDN):
www.paranoidpc.com. Add/Edit Port Rule X
IP address: Cluster IP address
192.168.100.10| o HA
[ Create associated pointer (PTR) record
Allo! uthenticated to update DNS ds with th i
(] Allow any authen user to upda records with the . < ) .
same owner name From: Ei’i‘. To: EE‘;
Protocols
® TCP O upp (O Both
Fittering mode
Add Host Cancel O Muttiple host Affinity: None Single Metwork
Timeoutfin minutes): |0 3
(®) Single host
(O Disable this port range
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Connect Two HD’s to the RAS Server, Ea. Hd (5Gb) Configure the RAS
Server as A ISCSI Target with those

Two HD’s : Connect the DC2 Server to the two HD’s Connected to the RAS
Server

Through the Initiator/Target Protocol So that you see A 10 GB On the
DC2 Server was Drive E:

How To Instructions

Begin By Adding to Virtual HDD’s to the RAS Server > Inialize the Drives >Place them in Online status >
Format them >Create Two Simple Volumes >

Give the RAS Server a New Role (ISCSI Target) > Once the Role Is Installed, Install a New Pool with the
First HD > Associate the DC2 IP to the Pool >



= Local Disk (C:)
am  —
- 28.6 GB free of 39.4 GB

spanned (E:)

y 9,79 GB free of 9.83 GB

New Spanned Volume
Select Disks

You can select the disks and set the disk size for this volume.

Select the disk you want to use, and then click Add

Available: Selected

[Disk 1 5035 MB

= Disk 2 5035MB

< Remove
< Remove Al
Total volume size in megabytes (MB): 10070
Maximum available space in MB: 5035
Select the amount of space in MB: 5035 =

< Back Cancel

= Disk 1
Dynamic
4,92 GB
Online

== Disk 2
Dynamic
4.92 GB
Online

== Disk 1
Basic
492 GB
Online

= Disk 2
Basic
492 GB
Online

= Disk 1
Dynamic
4.92 GB
Online

= Disk 2
Dynamic
4,92 GB
Online
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spanned (E)
4.92 GB NTF5
Healthy

spanned (E)
4.92 GB NTFS
Healthy

4,92 GB
Unallocated

492 GB
Unallocated

I 8

4.92 GB RAW
Healthy

4.92 GB RAW
Healthy

92

View installation progress

o Feature installation

nstallation succeeded on .:-
File and Storage Services
File and iSCSI Services
File Server
iSCSI Target Server

Select one or more roles to install on the selected server.

| DHCP Server

DNS Server (Installed)

| Fax Server
4 [W] File and Storage Services (2 of 12 installed)
4 [H] File and iSCSI Services (1 of 11 installed)

+| File Server (Installed)
BranchCache for Network Files
Data Deduplication

DFS Namespaces

DFS Replication

File Server Resource Manager

File Server V5SS Agent Service
iSCSI Target Storage Provider (VDS and V5S¢
L_| Server for NFS
[] Work Folders
¥ Storage Services (Installed)

[] Host Guardian Service
[ Hvper-V
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s | : e iSCS! Initiator P rti X f . .
Confirm that the fOIlO\‘\"lng are the correct setings, h MIMILON. £ IUPEINeS Conﬁrrﬂ that the fo;|o1‘a‘ﬁ|ng are the correct Setgngs;

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration

ISCSI VIRTUAL DISK LOCATION

Quick Connect

ISCSI VIRTUAL DISK LOCATION

Server; RAS To discover and log on to a target using a basic connection, type the IP address or G arers RAS
Cluster role: Not Clustered DNS name of the target and then dick Quick Connect. e e
ust :

Path: FAISCSIVirtualDisks\poo2.vhdx : : :

Target: 192, 168. 100.254 | [ Quick Connect... Path: EAISCSIVirtual Disks\vol3.vhdx
ISCSI VIRTUAL DISK PROPERTIES Discovered targets
Name poo2 | Rifich I ISCSI VIRTUAL DISK PROPERTIES
Size: 492GB R T | Name: vol3
TARGET PROPERTIES ign. 1991-05,com.microsoft:ras-pool-target Connected Size: 492 GB
Name: pool TARGET PROPERTIES

Name: pool
ACCESS SERVERS
IP Address: 192.168.100.2 ACCESS SERVERS
SECURITY IP Address: 192.168.100.2
{AP: i
o DfﬂblEd To connect using advanced options, select a target and then [ ot SECURITY
Reverse CHAP: Disabled dick Connect. : CHAP- Dicabled
| F [ . ] =

mﬂeée Bz‘:ic;r:nect a target, select the target and | Sy | Reverse CHAP: Dicablid

For target properties, induding configuration of sessions, [ :

select the target and dick Properties. | Properties... |

For configuration of devices associated with a target, select |

the target and then dick Devices. i
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Create A New Virtual Machine Named NEW
(1Gb Ram ) (20Gb HD)

LAN Connection, W/PXE BOOT . Install WDS
Role On DC1 Server

Perform the necessary Protocols to Remotely
install a Windows 10

Operating System On the Virtual Machine New.

In addition to creating a new VM named New > Create A new VM named Master so that you have a
readily available fresh installation of Windows to obtain

the necessary file required to perform the remote install Install the Role Windows Deployment Services
On DC1 > Erase the Digital Footprint of the

Operating System On the VM (Master) > (SYSPREP)> Generalize > Shutdown >Use the WDS to Distribute



Remote Server Administration Tools
Role Administration Tools
Windows Deployment Services Tools

Windows Deployment Services
Deployment Server

Transport Server

BootImages 2 Boot Image(s)
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!é Windows Deployment Services Configuration Wizard

Task Progress

Configuring Windows Deployment Services...

Starting Windows Deployment Services

é Select Windows Image File

95

Image Name Architecture  Status Date  OSVersion Priority ¢ v 4 |Ml> ThisPC > Desiiop %6 | Senrch R
MicmsoftWindows Setup (x64) x64 Online 11/19..  10.0.19041 Organize ¥ New folder ez
boot.wim %64 Online 11/19..  10.0.19041 B 3D Objects ~ Name Date modified Type
— S || bootwim 3/7/2022 149AM  WIM File
= Documents
& Downloads
B Windows Deployment Services == ] et
F:I Actiomm Aicas bdeslin
*

ﬁ Create Capture Image Wizard

Task Progress

Creating capture image...

Extracting image from the source image file

) ——
) atus Expanded Size Date OS Version Priority
nline 1801 MB 11/19..  10.0.19041

Property of Ben Halevy

ped
»p
™ @
Size
399222 KB



Mission Parameters
NETWORKINFRASTRUCTURE

Virtual Machines

Name
RAS
PC1
New
Master

I1S1
DC2
DCH
CL1

RR882%8%83838_388¢

(i fowii i Wi B i i A i Baii)
8

Checkpoints

=S EB Automatic Checkpoint - DC1 - (11/14/2022 - 12:57:52 PM)

= [y DC1-(11/15/2022 - 1:55:58 AM)
=[y DC1-(11/17/2022 - 4:29:38 PM)
= DC1 - (11/17/2022 - 11:29:46 PM)
5[y DC1-(11/19/2022 - 6:03:01 PM)
=y DC1-(11/19/2022 - 9:35:24 PM)
= DC1-(11/20/2022 - 11:54:33 AM)
%[ DC1-(11/20/2022 - 12:06:54 PM)

e Now

Created: 10/23/2022 1:39:20 PM
Configuration Version: 5.0

Generation: 1

Notes: None

Summary Memory Networking

CPU Usage Assigned Memory

Uptime

Status

Clustered: No

Configuratio..
9.0
9.0
9.0
9.0
9.0
9.0
9.0
9.0
9.0
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97

TASK

Build ONE fully prepared Windows 10 "golden image" on the VM Master and deploy it to any number of endpoints over the network
from DC1.

Tools: Sysprep (generalize) > DISM (capture & offline servicing) > WDS (PXE network deployment) - the standard path for mass roll-
outs.

L

Prepare

2 3 4 5 6 7

Sysprep Prepare Capture Service Import Deploy

/generalize DS
/oobe PXE + DHCP, /Capture-
/shutdown boot images Image

Master
Audit mode, updates,

apps

DISM mount, Install image PXE boot VM
drivers, export group in WDS NEW

DC1 (192.168.100.1) AD DS (BEN.LOCAL), DNS, DHCP scope 192.168.100.100-150, Windows Deployment Services
Master (VM, LAN) Reference Windows 10 Pro installation - customised once, generalized, captured

NEW (VM, LAN, PXE) Target endpoint - 1 GB RAM, 20 GB HD, Legacy Network Adapter, receives the image
C:\Images on DC1 Working folder for WIM files, shared as \\DC1\Images (folder name chosen for this lab)
install.wim / boot.wim Install image = the operating system; Boot image = Windows PE that PXE clients start first
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COMMANDS - MASTER (elevated CMD)

TASK - STEP 1: PREPARE THE REFERENCE VM "MASTER"

Create VM Master: Hyper-V Generation 1, 2 GB RAM, 40 GB HD, REM At the first OOBE screen press Ctrl + Shift + F3

LAN switch REM Windows restarts in Audit mode (built-in Administrator)
. . . REM Install updates, drivers, 7-Zip, settings ... then

Install Windows 10 Pro and everything every endpoint must REM check the component store before capturing:

receive Dism /0Online /Cleanup-Image /ScanHealth

. . c c c REM Optional - shrink the component store (permanent):
Customise in Audit mode, so no personal user profile ends up in > - (p )

the image

Dism /0Online /Cleanup-Image /StartComponentCleanup /ResetBase

Checkpoint the VM before Sysprep, so the reference can be
reused

How To Instructions

Hyper-V Manager > New > Virtual Machine > Name: Master > Generation 1 > 2048 MB > Connection: LAN > 40 GB VHDX > Install from ISO

Windows Setup > Windows 10 Pro > at the region / OOBE screen press Ctrl+Shift+F3 > the PC reboots into Audit mode, the Sysprep window opens
- leave it open

Install Windows updates, drivers and the applications the organization uses (e.g. 7-Zip) > apply desktop / system settings
Do NOT install or update Microsoft Store apps before generalizing - Sysprep will fail

After /ResetBase, installed updates can no longer be uninstalled > Hyper-V > Master > Checkpoint before moving to Step 2
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TASK - STEP 2: GENERALIZE MASTER WITH SYSPREP

COMMANDS - MASTER (elevated CMD)

Remove every machine-unique value so one image can serve cd /d SWINDIR%\System32\Sysprep
many PCs sysprep.exe /generalize /oobe /shutdown
Sysprep resets the SID, clears restore points and deletes event REM Syntax: _ _
REM Sysprep.exe [/oobe | /audit] [/generalize] [/mode:vm]
logs REM [/reboot | /shutdown | /quit] [/quiet]
. _ q REM tt : fil

The VM must shut down - its next boot is into Windows PE for [/unattend: <answertile>]
capture REM /mode:vm = only when the VHD stays on the same

P REM hypervisor - not used here (image goes to WDS)

Generalize even when the target hardware is identical

How To Instructions

GUI alternative: System Cleanup Action = Enter System Out-of-Box Experience (OOBE) > tick Generalize > Shutdown Options = Shutdown > OK
/generalize - prepares the installation to be imaged: removes unique system information (SID reset, restore points, event logs)

/oobe - the next start runs the Out-Of-Box Experience (region, keyboard, user) on each new endpoint

/shutdown - powers the VM off when finished. Do not start Master into Windows now - boot it into Windows PE for the capture (Step 4)

Sysprep can be run up to 1001 times on one image (Windows 8.1 / Server 2012 and later) - after that the image must be recreated
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COMMANDS - DC1 (elevated CMD)

TASK - STEP 3: PREPARE WDS ON DC1 FOR PXE

DHCP and WDS share DC1: WDS must not take DHCP port 67 REM DHCP + WDS on the same server:
wdsutil /Set-Server /UseDhcpPorts:No /DhcpOption60:Yes

REM Answer every PXE client (no prestaging):

DHCP option 60 tells PXE clients that a PXE server exists

Boot image (boot.wim) already added on slide 95 - verify it wdsutil /Set-Server /AnswerClients:All

REM Optional capture image from the existing boot image:
wdsutil /New-CaptureImage /Image:"Microsoft Windows Setup (x64)"

Optional: a Capture boot image for the graphical capture wizard

/Architecture:x64 /DestinationImage /FilePath:C:
\Images\Capture.wim /Name:"Capture (x64)"
wdsutil /Add-Image /ImageFile:C:\Images\Capture.wim /ImageType:Boot

How To Instructions

Create C:\Images on DC1 > Properties > Sharing > share as \\DC1\Images > give Domain Admins Change permission (this is where Step 4 saves
the WIM)

Server Manager > Tools > Windows Deployment Services > DC1 > Properties > PXE Response > Respond to all client computers
DHCP tab: tick "Do not listen on DHCP ports" and "Configure DHCP options for PXE" (same as the wdsutil line above)

Boot Images > right-click Microsoft Windows Setup (x64) > Create Capture Image > name + local path > Finish > right-click Boot Images > Add
Boot Image > select it

The capture image starts the WDS Image Capture Wizard (graphical). Step 4 shows the same capture done manually with DISM



Mission Parameters
— IMAGE DEPLOYMENT

COMMANDS - MASTER (Windows PE command prompt)

TASK - STEP 4: CAPTURE THE IMAGE WITH DISM

PXE-boot the generalized Master into Windows PE (never into diskpart
. list volume REM note the Windows volume, e.g. D:
Windows) oxit
Find the Windows volume - drive letters change inside Windows T B e WREIR IREIEE JUEEIr iR E e o
PE REM Optional - faster first boot after deployment:
Dism /Image:D:\ /Optimize-Image /Boot
Capture the Windows volume into a compressed .WIM on \ Dism /Capture-Image /ImageFile:Z:\WinlO-Master.wim /CaptureDir:D:\

\DC1\Images /Name:"Winl0 Pro - BEN.LOCAL" /Compress:max /CheckIntegrity

. . .. Dism /Get-ImageInfo /ImageFile:Z:\WinlO-Master.wim
Verify the captured image before it is deployed

How To Instructions

Master > Settings > Add Hardware > Legacy Network Adapter (LAN) > BIOS: move Legacy Network Adapter to the top of the startup order

Start Master > press F12 when prompted > choose Microsoft Windows Setup (x64) > on the first Setup screen press Shift+F10 to open a command
prompt

Run the commands on the right: diskpart finds the volume, net use maps the share on DC1, Dism /Capture-Image writes the .WIM

/CaptureDir = volume to capture /Name = image name /Compress:max = smallest file /CheckIntegrity = detect .WIM corruption

Dism /Get-Imagelnfo shows Index 1 with the name, size and Windows edition - the image is ready. wpeutil shutdown turns Master off
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COMMANDS - DC1 (elevated CMD)

TASK - STEP 5: SERVICE THE IMAGE OFFLINE WITH DISM

Update the image once - instead of every endpoint after md C:\Mount
Dism /Mount-Image /ImageFile:C:\Images\Winl0-Master.wim /Index:1
/MountDir:C:\Mount

deployment

Mount the .WIM to a folder, add drivers / updates, check Dism /Image:C:\Mount /Add-Driver /Driver:C:\Drivers /Recurse
features Dism /Image:C:\Mount /Add-Package /PackagePath:C:\Updates\update.cab
Dism /Image:C:\Mount /Get-Features
Commit the changes, then Export to a clean, compact Dism /Unmount-Image /MountDir:C:\Mount /Commit
install.wim Dism /Export-Image /SourceImageFile:C:\Images\Winl@-Master.wim
. . . /SourceIndex:1 /DestinationImageFile:C:\Images\install.wim
Use /Discard instead of /Commit to throw away a bad change /Compress : max

How To Instructions

Mount - the image is opened read/write in C:\Mount and can be changed like a normal folder tree

Add-Driver /Recurse adds every .inf driver in C:\Drivers and its sub-folders - handy, but it can bloat the image, so keep the folder clean
Add-Package installs a .cab update into the offline image; Get-Features lists Windows features and their state

Unmount /Commit saves the changes into the WIM (Dism /Commit-Image saves without unmounting)

Export-Image copies index 1 into a new install.wim with maximum compression - this is the file imported into WDS in Step 6
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TASK - STEP 6: IMPORT THE GOLDEN IMAGE INTO WDS

Install images are stored in image groups on the WDS server New-WdsInstallImageGroup -Name "BEN Winl@"

: : : : : Import-WdsInstallImage -Path "C:\Images\install.wim" -ImageGroup "BEN
Create a group for the organization and import install.wim Win10" -NewImageName "Windows 10 Pro - BEN.LOCAL"

Get-WdsInstallImage
Confirm the image is listed and online # If only one image group exists, -ImageGroup

COMMANDS - DC1 (PowerShell as Administrator)

Give the image a clear name - it is what the technician picks

# may be omitted - WDS uses that group by default

How To Instructions
GUI: Windows Deployment Services > DC1 > right-click Install Images > Add Image Group > Name: BEN Win10
Right-click BEN Win10 > Add Install Image > Browse > C:\Images\install.wim > Next > tick the image > Next > Finish

The image now appears under Install Images > BEN Win10 with Status: Online

Boot Images keeps Microsoft Windows Setup (x64) - this is the Windows PE that every PXE client loads first
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TASK - STEP 7: DEPLOY TO VM "NEW" OVER PXE

VERIFY - NEW (CMD after first sign-in)

NEW: 1 GB RAM, 20 GB HD, LAN, Legacy Network Adapter (PXE) systeminfo | findstr /B /C:"0S Name" /C:"Domain"

PXE boot > Windows PE > pick the golden image > install HE AARE® EREg [EHE, HUGAL el MesiEimaiife
gpupdate /force

The endpoint receives the exact same pre-built system gpresult /r

REM DC1 - confirm the computer account:

Join BEN.LOCAL - the GPOs from the earlier tasks then apply REM AD Users and Computers > Computers > NEW

How To Instructions

Hyper-V > NEW > Settings > remove the standard Network Adapter > Add Hardware > Legacy Network Adapter > LAN > BIOS: Legacy Network
Adapter first

Start NEW > it receives an address from DHCP on DC1 > press F12 for network boot > Windows Boot Manager > Microsoft Windows Setup (x64)

Enter BEN\Administrator credentials > select Windows 10 Pro - BEN.LOCAL > choose the 20 GB disk > Windows installs from \\DC1 over the
network

OOBE completes > join the domain: System > Rename this PC (advanced) > Change > Domain: BEN.LOCAL > restart

Repeat for any number of endpoints - every new PC receives the identical, already-patched system
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MACHINE SPECIFICATION IP ADDRESS ROLES & SERVICES

AD DS forest BEN.LOCAL, DNS (forwarder 8.8.8.8), DHCP, WDS, FSRM,

WincowsiSenven2013 1GER0IGER §132:168.100-1 shares Home Z: / Reports Y: / Secret S:, print server

Additional domain controller, RID pool manager, iSCSI initiator -
spanned volume E: (10 GB)

LAN 192.168.100.254 WAN Routing & Remote Access - VPN (PPTP, 7 ports) for Management, iSCSI

DC2 Windows Server, 2 GB / 40 GB 192.168.100.2

RAS Windows Server 2016, 2 GB / 40 GB 192.168.200.1 target (2 x 5 GB)
151/ 1S2 2 GB /30 GB each 192.168.100.3 / .4 IIS wel? servers, NLB cluster 192.168.100.10 (multicast, TCP 80) -
www.site.com
CL1 Windows 10 Pro, 2 GB / 40 GB DHCP (100-150) Domain client in the IT OU - test endpoint for every GPO
PC1 Windows 10, 1 GB / 30 GB 192.168.200.10 (WAN) Remote user - VPN client to RAS
. S Fi . . S .
Print1/Print2  TCP/IP printers 192.168.100.50 / .51 223;1 Finance & Office, Print2 > Sales & Architects (deployed by
Master / NEW Windows 10 Pro VMs DHCP (PXE) Golden-image reference and PXE deployment target (WDS on DC1)

LAN / WAN Hyper-V private switches 1?3"_;?1999/34 / Internal network / simulated external network for the VPN

Organizational Units: Management, Office, Finance, Sales, Architects, IT - all policies on the previous slides are linked to these OUs
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My Cyber Teacher for always reminding me that there is always a
way

If we have the patience to find it , it didn't hurt that he always had a
smile

One his face whenever he explained a new Feature or Protocol
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